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1 INTRODUCTION

This is the Classifier Reporting Services Guide for version 1.4.1 of the Classifier Reporting
Services.

Boldon James Classifier Reporting Services delivers dashboards and reports that provide
administrators and managers insight into the way that Classifier components are being used in their
organisations. The Reporting Services Components diagram below shows the structural
relationship between the components supplied and other system components.
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Classifier endpoints generate local event log entries.

g
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Event loQS produce consolidated event log information.
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Classifier Reporting
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the consolidated event log aSSlfler Reportln users and computers from
and populates the Classifier S e AD to augment the Classifier
Reporting System Database. yStem DatabaS Reporting System Database.
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Console(s)

Third-party SIEM
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held in the Classifier Reporting
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|

Reporting Services Components
Classifier Reporting Services comprises the following components:

o Classifier Reporting Services, which includes the following features all described in this
document:

o Classifier Event Log Service
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This periodically retrieves Windows Classifier application (e.g. Office Classifier and Email
Classifier) event log information from the Consolidated Event Log server and populates
the Classifier Reporting Database.

The Consolidated Event Log is produced using standard Windows mechanisms as
described in the section on Classifier Event Forwarding.

This feature also installs the Configuration Wizard that allows the AD and Event
Service to be configured and encrypts the SQL connection details when using SQL
Server Authentication.

o Database Management

This component is used to establish the Classifier Reporting Database on a SQL Server.
[This component also provides a DataCreator program which provides the ability to
populate the Classifier Reporting Database with example data as described in the
Classifier Reporting Starter Guide (UM6438).

o Classifier AD Service

This periodically retrieves information on users and computers from Active Directory and
populates the Classifier Reporting Database. The Classifier AD Service is not installed
by default and should only be installed if you wish to retrieve user and computers
information and use the information in reports.

This feature also installs the Configuration Wizard that allows the AD and Event
Service to be configured and encrypts the SQL connection details when using SQL
Server Authentication.

o Channel Wizard

This component can be used to create event log channels that are needed to forward
events to the Consolidated Event Log server.

o Migration Wizard

This component can be used to migrate the data from a V1.1 database to a V1.2
database.

o Support Libraries
These libraries are common to all features and will always be installed.
o Classifier Reporting Console

This component provides the dashboards and reporting interface which uses the information
stored in the Classifier Reporting Database. Further information can be found in the
Classifier Reporting Console Guide (UM6422).

As shown above third party tools such as Security Information and Event Management (SIEM) tools
can extract and analyse the data. The accompanying Classifier Reporting Console Guide
(UM6422) specifies the database in some detail so that third party tools can examine the data.

The Event Log Service should be installed on the Consolidated Event Log server. The AD Service
can be installed on the same system as the SQL Server or a separate system.

To establish a working Classifier Reporting Services system:

1. Decide on your deployment structure (which services are to be installed on which system).
2. Ensure SQL server is installed and operational.
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3. Familiarise yourself with the system requirements and Classifier Reporting Services
installation process in section 2.

4. Install the Classifier Event Log Service, the Database Management component and
optionally the Classifier AD Service and Channel Wizard

5. Establish the necessary event forwarding to the Consolidated Event Log server as described
in the section on Classifier Event Forwarding.

6. Create the Classifier Reporting Database with the installed Database Management
component as described in the section The Classifier Reporting Database.

7. Configure the Event Log Service as described in the section Configuring the Event Log
Service.

8. Configure the AD Service as described in the section Configuring the AD service.

9. Install Classifier Reporting Console as described in the accompanying Classifier
Reporting Console Guide (UM6422).

2 INSTALLATION AND SYSTEM REQUIREMENTS

The following section lists the requirements of computers used in the Classifier Reporting Services.

2.1 Classifier Clients

All computers running Classifier products should meet the following requirements:

1. Users should have Active Directory user accounts joined to the local Active Directory domain.

2. The Windows program Winrm must be available if using Windows Event Forwarding described
in Collector initiated event forwarding; Winrm is available out of the box on Vista or later
operating systems. See http://windowsitpro.com/security/q-what-windows-platforms-support-
windows-event-forwarding-and-collection for full details.

2.2 Classifier Configuration

The Event Log Service must have access to a published Classifier Configuration so that it can
access definitions of labels and policies needed to parse Event labels into individual selector values.
Parsing labels into individual selector values enable users of the Classifier Reporting Console to
drill-down into labels on dashboards.

The label marking format used for Event labels is defined in the Classifier configuration by the
Custom format for ‘Classifier Auditing’ setting — see Classifier Administration Guide > General
Settings for more details. To improve the parsing of individual selector values, the marking prefix
and suffix of selector elements in the marking format, should not be a space character.

Classifier configurations can be published to either a local file store or to an Active Directory. The
Event Log Service uses the same mechanisms as other Classifier components to access the
configuration as defined by registry keys that must be established before the Event Log Service is
run. Use of Service Mode entries is recommended - see Classifier Administration Guide >
Configuration Deployment and Classifier Administration Guide > Configuration Registry Search
Algorithm for more details.

You must supply registry key values for LabelConfiguration, Policy, ServerFileSystemRoot (if using
a fileshare) and ServerRootType. You must provide a policy name from your Classifier

boldonjames.com 7
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configuration for the Policy key value. You may use any Classifier policy name from your
configuration.

Note: The Classifier Reporting System does not support retrieving Classifier
configuration information from web locations.

2.3 Installing Classifier Reporting Services

2.3.1 Before Installation

1. You are strongly advised to read this guide to gain an understanding of the product's
components.

n

Administrator privileges are needed to install Classifier Reporting Services.

w

Microsoft .NET Framework 3.5 is not installed by some versions of Microsoft SQL Server
and should be installed before the Classifier Reporting Services is installed on your system.

»

If you are upgrading from version 1.0.0 or version 1.1.0 and you wish to continue using the
Classifier Reporting Database created by the earlier versions then it is recommended that
you read the section entitled 'Upgrading the Classifier Reporting Database' before you
uninstall the earlier version.

o

If you are upgrading from version 1.0 to version 1.2, please note that the Boldon James
Management Agent event channel created by the version 1.0 Installation contained an
incorrect name and should be removed before removing version 1.0 and installing version
1.2. Details are provided in the section entitled 'Forwarding Management Agent Events'.

2.3.2 Uninstalling a previous version
To un-install follow these steps:

1. Stop the Event Log service or the AD service if you have installed them.

2. Navigate to 'Control Panel' > 'Programs and Features'. The entry Boldon James Classifier
Reporting Services appears in the list of installed programs. Select it and click ‘un-install'.
Confirm this operation when prompted and the product will be removed.

3. This will not remove the Classifier Reporting Database. The section Removing the Classifier
Events Database contains details of how to remove the Classifier Reporting Database. Do
not remove the Classifier Reporting Database if you want to upgrade to a later version of
Classifier Reporting Services.

4. If during the uninstallation a warning is displayed stating that a set of applications should be
closed before continuing, the 'Do not close application' option should be selected and the OK
button pressed.

2.3.3 Installing

1. Toinstall one or more of the components of Classifier Reporting Services complete the
following steps:

2. If you are upgrading from an earlier version of the Classifier Reporting Services please
remove the earlier version as explained in the section entitled Uninstalling a previous
version.
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3. Open the Classifier Reporting Services folder in the Classifier Reporting Services bundle
and run Classifier Reporting Service.exe.

Select which components you wish to install.

If you choose to install either the AD Service or the Event Log Service, you will be prompted
to define the Windows domain account that will run the services as shown below (see
Configuring the Event Log Service for more details).

i'g!;!' Classifier Reporting Services Setup |

boldonjames

Seryice Logon Information

Specify user account information for the services, ar leave the fields
empty to logon as Local Syskem,

Lser Mame:

Dornain:

Password:

Check User |

Advanced Installer

< Back I Mext I Zancel

Figure 1 - Windows service logon information

If you enter any account details, the AD Service / Event Log Service being installed will be
configured to run as that account.

Note: If you enter details of a non-existent account the installation may fail with an
error stating that you have insufficient privileges to install the system services. If you
have doubts about which account to use you should consider entering no account
details and configure the services after installation.

If the account details are not filled in, the service(s) being installed will be configured to run
as the Local System account.

The service(s) logon do not have to be configured during installation - see Configuring the
Event Log Service and Configuring the AD Service for more details.
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You will then be prompted to enter the SQL connection details as below:

i'é'a Classifier Reporting Services Setup |

SQL Connection
Specify the SOL Authentication and connection
for the service

boldonjames

Authentication

% |ze the Service Windows Account

S0QL Server Login - the Configuration YWizard sk
be run after the installakion

Conneckion

SEryer Ilu:ucalhc-st
Instance I::ncune =
Daktabase

ICIassiFierEventsDE

Advanced Inskaller

< Back I Mext = I

Cancel

Figure 2 - SQL authentication and connection details

The service(s) SQL authentication and connection details do not have to be configured
during installation - see Configuring the Event Log Service and Configuring the AD Service

for more details.

The selected components will then be installed.

If you install one or more components, a Classifier Reporting Services menu item will be
created under Programs and Features.

2.3.4 Licensing the Event Log Service

This version of the Event Log Service uses the same licensing mechanism as the other products in
the Classifier family that is licences are applied and managed by the Classifier Administration tool.
In particular to licence this product you will need a separate ‘Classifier Reporting Service’ licence.

The Classifier Administration Guide explains how to licence Classifier products, see Classifier
Administration Guide > Settings applicable across the organisation->Global Settings->Licence for
more details. If you are installing the Event Log Service for the first time you must follow these
instructions to licence the product.

Note: If you are upgrading from an earlier version (V1.3.1 or earlier) you must re-licence the
Event Log Service by using the Classifier Administration tool with a new Classifier Reporting
Service (CRS) licence. It is not possible to re-licence the Event Log Service with the
Classifier Reporting Tool (CRP) licence used to licence earlier version (V1.3.1 or earlier) of

the Event Log Service.

boldonjames.com
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3 CLASSIFIER EVENT FORWARDING

The purpose of event forwarding is to collect events from client computers running Classifier to an
Event Log on a central server called the Consolidated Event Log server. Event forwarding can be
configured to be either collector initiated (pull) or source initiated (push). This section describes two
ways of configuring event forwarding:

e Collector initiated Event Forwarding

e Source initiated Event Forwarding using Group policy

The procedures described in this document use features of Microsoft Windows operating systems
including Windows Remote Management (WinRM). The steps in the procedures should be carried
out by a Domain Administrator and apply to WinRM version 2.0.

This section is just a brief introduction to event forwarding and contains a minimum set of steps. It
does not explore situations such as forwarding events from computers outside of a domain. For
more information on event forwarding see Configure Computers to Forward and Collect Events.

3.1 Collector initiated Event Forwarding

To configure collector initiated event forwarding, steps have to be taken on each Classifier client
computer and the Consolidated Event Log server. These steps are discussed in the next two
sections.

3.1.1 Classifier Clients

On each of the Classifier client computers from which you wish to collect events, the Windows
Remote Management (WinRM) service has to be started and the firewall has to be configured to
allow events to be forwarded, this is done by completing the following step.

1. In aWindows Command console, type:
winrm quickconfig

and answer “y” (yes) when prompted, as shown below.

boldonjames.com 11
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BN Administrator: Ch\Windows\system32\cmd.exe EI\EI
icrozoft Windows [Uerszion 6.1.76011 -~

opyright (c> 2807 Microsoft Corporation. All rights reserved.

m

sUsepssadministrator>winekm gquickconfig
inBM iz not set up to receive requests on this machine. E_
he following changes must bhe made:

et the WinRM service type to delayed auto start.
tart the WinRM sewrvice.

ake theze changesz [up/nl? y

inRM has been updated to receive regquests.

inBM zervice type changed successfully.

inRM service started.

inRM iz not set up to allow »emote access to thiz machine for management.

he following changes must be made:

reate a WinRM listener on HITP:~//%* to accept WS5—Man requests to any IP on this
achine.

nable the WinRH firewall exception.

ake these changes [ws/nl? y

inRM haz heen updated for remote management.

reated a WinRM listener on HITP:--%* to accept WE-Man requests to any IP on this
machine .

inBM firewall exception enabled.

slserssadministratory

Figure 3 - WinRM command
3.1.2 Consolidate Event Log Servers

On the Consolidated Event Log server, a subscription should be defined to collect the events from
the Classifier client computers. This section will explain how this can be done.

1. Start Event Viewer, select the Subscriptions node and choose “Create Subscription...”
from the context menu. The Subscription Properties dialog will be displayed.

Note: If this is the first Subscription to be created you will be prompted that the
Windows Event Collector Service must be running. Press Yes and the Services
program will be displayed allowing you to start the service.

boldonjames.com 12
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Subscription Properties - Classifier Events Subscription
Subscription name: Classifier Events Subscription
Description: |
Destinaticn log: Boldon James/Classifier W

Subscription type and source computers
(@ Collector initiated Select Computers...

This computer contacts the selected source computers and provides the subscription.

() Spurce computer initiated

Source computers in the selected groups must be configured through policy or
local configuration to contact this computer and receive the subscription.

Events to collect: =filter not configured= Select Events... -

User account (the selected account must have read access to the source logs):

Machine Account

Change user account or configure advanced settings: Advanced...

Cancel

Create Events Subscription

Provide a name for the subscription, for example “Classifier Events Subscription”.

Select the Boldon James/Classifier event channel from the Destination log: drop-down
list. The Boldon James/Classifier event channel is created if you install the Event Log
Service. Alternatively if you wish to collect events to a server without installing the service
you can create the channel by running the Event Channel Wizard.

Select Collector Initiated.
Press Select Computers... and identify the computers that you wish to collect events from.

Press Select Events... and the Query Filter dialog is displayed

boldonjames.com 13
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Query Filter

Logged: Any time v
Event level: [] cCritical [] Warning [] Verbose

[ Error ] Infermation
® Bylog Event loges: |

() By source Event sources: |

Includes/Excludes Event IDs: Enter ID numbers and/or ID ranges separated by commas. To
exclude criteria, type a minus sign first. For example 1,3,5-99,-76

<All Event [Ds>

Task category: |
Keywords: |
Usen <All Users>
Computer(s): < All Computers>
Clear
oK Cancel

Event Subscription Filter
7. Select all of the Event level check boxes.

8. Select By log and then select Boldon James/Classifier Event Channel in the Event Logs
dropdown as shown below.

Event logs: Boldon James/Classifier -
=-[1 Windows Logs
-] Application

~[] Forwarded Events
=-[+] Applications and Services Logs

i[] Active Directory Web Services
|_:_| Boldan James
P Classifier
..... [] DFS Replication
..... [] Directory Service
..... [] Hardware Events
..... [] Internet Explorer
----- [] Key Management Service
-] Microsoft
..... [] Microsoft Office Alerts
----- [] Windows PowerShell

Choose Event logs

9. Press OK to return to the Subscription Properties dialog.
boldonjames.com 14
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10. Press Advanced and the Advanced Subscription Settings dialog is displayed

Advanced Subscription Settings

Uszer Account:

The selected account must have read access to the source logs
() Machine Account
. Specific User
MyDomain' Administrator User and Password...
Event Delivery Optimization:
O] Mormal
() Minimize Bandwidth

) Minimize Latency

Protocol; HTTP W Port: 5985

Cancel

Advanced Subscription Settings

11. Set the User Account to the Domain Administrator e.g. MyDomain\Administrator by
selecting Specific User and then pressing the User and Password... button.

12. Set Protocol to HTTP.
13. Press OK to return to the Subscription Properties dialog.
14. Press OK to complete the subscription.

15. The events collected by this subscription must be collected in Event format, not
RenderedText format which is not usable by the Classifier Reporting database. To configure
collecting in Event format run a Windows Command console and type

wecutil ss "Classifier Events Subscription" /CF:Events

Note “Classifier Events Subscription” is the name of the subscription created in step 2 above.

3.2 Source initiated Event Forwarding using Group Policy Objects

Source initiated event forwarding uses Active Directory Groups and Group Policy Objects
(GPO) to configure Classifier client computers to forward events to the Consolidated Event
Log server. This procedure consists of four steps

1. Create an Active Directory group containing all the Classifier client computers that are to
forward events.

Define a GPO and apply it to the group created above.

Define a Classifier events subscription on the system that is to receive the forwarded
events and link it with the group.

boldonjames.com 15
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3.2.1

3.2.2

3.2.21

4. Re-start all the Classifier client computers in the group so that the GPO settings can take
effect.

The following sections follow through an example of the four steps. The example assumes a
Windows 2008 server environment. Specific commands, options and actions may vary with
the environment, and site group policy and security standards must of course be considered.

Create a Classifier Client Group

The first step is to create an Active Directory group containing all the Classifier client
computers that are to forward events. This can be done by performing the following
instructions.

1. Run Active Directory Users and Computers, in the left-hand pane, select Computers,
and choose New->Group from the context menu.

2. Call the group something significant e.g. ClassifierClients, set the Group scope to
Domain local and the Group type to Security.

3. Press OK to create the group

Select the newly created group in the list of Computers in the right-hand pane of Active
Directory Users and Computers, choose Properties from the context menu.

Select the Members tab and press Add....
Press Object Types... and select Computers.

Enter the name of all the Classifier client computers you want to add to the group and
press OK twice.

Note: Do not add the name of the Consolidated Event Log Server into the group.

Define a Group Policy Object for the Classifier Client Group

The next step is to create a Group Policy Object (GPO), apply it to the group created above
(section Create a Classifier Client Group) and set policies on the GPO to collect and forward
events. This can be done by performing the following instructions.

Create a GPO and apply it to the group

1. Using Group Policy Management, in the left-hand pane a tree of forests and domains is
shown, expand the Group Policy Management->Forest->Domains->My Domain
node.

2. Select the My Domain node, and choose Create a GPO in this domain, and Link it
here... from the context menu.

3. Enter a name for the GPO, (e.g. ClassifierClientsgpo) and press OK. This will create a
new GPO that is shown in the Group Policy Management -> Forest ->Domains->My
Domain->Group Policy Objects node.

4. Select ClassifierClientsgpo and details of the ClassifierClientsgpo will be displayed in
the right-hand pane.

Set Enforced to Yes, Link Enabled should already be set to Yes.

Press Add and add the ClassifierClients group created above (in section Create a
Classifier Client Group). This applies the GPO to the group.

boldonjames.com 16
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4 Group Policy Management - |d ﬂ
__:é File Action View Window Help .= J
¢ 7m0 (X 0 H
Policy Management _*| |ClassifierClientsgpo
st cla.55|f|er.te5t Scope | Details | Settings | Delegation |
Domains i
9 classifiertest hrits o .
s ClassifierClientsgpo Display finks in this location: |classfier test |

3

Default Demain Policy

| Domain Controllers
| Microsoft Exchange Seci
= Group Policy Objects
-
\=] Default Domain Con
\=[ Default Domain Peli

[ EventSource
=

E17
2| Departments

0 E EH &

The following sites, domains, and OUs are linked to this GPO:

Location = | Erforced | Link Enabled | Path
£ classfier test Yes Yes

« |

Security Fltering
The settings in this GPO can only apply to the following groups, users, and computers:

classifier test

2l

Mame =

5 :::;E?és | | 82 Autherticated Users
H LE

5 2 ClassifierClients (CLASSIFIER ClassifierClients)
ites

Group Policy Modeling -
4] ;IJ e |

Group Policy Object

Bemove | Properties

3.2.2.2 Set policies on the GPO

This section explains how the GPO created in section Create a GPO and apply it to the
group should be configured to enable event forwarding. The following needs to be
configured.

e The WinRM service should be started.
¢ Event Forwarding should be enabled
¢ The WinRM process should be given permission to read event logs.

These will be discussed in turn together with security concerns in this section

3.2.2.3 Enable the WinRM service

1. Using Group Policy Management select the ClassifierClientsgpo object defined in
section Create a GPO and apply it to the group. Choose Edit.
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File Action View Help

e 2@
-/ ClassifierClientsgpo C5-DC1¢ [ Computer Configuration
.

L e - Select an item to view its description, _Mame

[ Policies
| Preferences

] Policies
] Preferences

B 4 User Configuration
[ Policies
[ Preferences

Extended A Standard /

Edit ClassifierClientsgpo

2. On the tree on the left-hand side select Computer Configuration->Policies->Windows
Settings->Security Settings->System Services and then select the item Windows
Remote Management (WS-Management) from the list on the right-hand side.

File Action VMiew Help

e | 1mXE= Hm

&} ClassifierClientsgpo [1C5-DC ~ | | Service Mame Startup I;I
[l % Computer Configuration {2k Windows Error Reporting Service Mot Defined [
= [ Pelicies fF Windows Event Collector Mot Defined
[ Software Settings . Windows Event Log Mot Defined
Bl [ Windows Settings | | ¥ Windows Firewall Not Defined
" Name Resolut ﬁWindows Font Cache Service Mot Defined
= 5criptls (Sta rtlu mWindows Irnage Acquisition (WIA) Mot Defined
iecunt_',r Settin @'Windows Installer Mot Defined
? f:z:uPH;IiF:_ ﬁ'Windows Management Instrumentation Mot Defined
,-.-fi Event Log ﬁ'Windows Modules Installer Mot Defined
"4 Restricted Windows Presentation Foundation Font Cache 3.0.... Mot Defined
lj System Se # . Windows Remote Management (WS-Management)  Automatic
A Registry i Windows Time Not Defined
Ij File Systen ﬁWindows Update Mot Defined
iET Wired Met ﬁ'WinH'I_I'P Web Proxy Auto-Discovery Service Mot Defined

] Windows | ﬁ'Wired AutoConfig Mot Defined
= v ] |

=

B

Windows Remote Management policy setting

3. Choose Properties from the context menu. The Windows Remote Management (WS-
Management) Properties dialog will be displayed.
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Windows Rermote Management (WS-Management) Properties ﬂﬂ
Security Policy Setting |

Hg. Windows Remote Management (W5-Management)

W Define this policy setting

Select service startup mode:

(" Manual

(" Digabled

Edit Security...

ok | Cancel | Aoply ‘

Windows Remote Management (WS-Management Properties)

4. Check Define this policy settings and set service startup mode to Automatic. Press
OK.

5. On the tree on the left-hand side of Group Policy Management select the node
Computer Configuration->Policies->Administrative Templates->Windows
Components->Windows Remote Management (WinRM)->WinRM Service.

6. On the right-hand pane select Allow automatic configuration of listeners, select Edit
the policy setting. The Allow automatic configuration of listeners dialog is displayed.

(The policy setting for 2012 is Allow remote server management through WinRM.)
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£8 Allow automatic configuration of listeners O] =]
E‘ Allow autematic configuration of listeners T Next Setting
" Not Configured ~ Comment: |=]
{* Enabled
¢ Disabled [~
Supported on: [ At jeast Windows Vista ;I
J./|
Options: Help:
IPva filter: Ix | | This policy setting allows_)rnu to mapagewhethgrtheWindDWS |~
Remote Management (WinRM) service autoratically listens on
1Pv6 filter: I* the network for requests on the HTTP transport over the default
HTTP port.
Syntax:
If you enable this policy setting, the WinRM service automatically
Type "*" to allow messages from any IP address, or listens on the network for requests on the HTTP transport over the
leave the default HTTP port.
ﬁE"j_E"“Pt}'tD listen on no IP address. You can If you disable or do not configure this policy setting, then the
specify one WinRM service dees not autematically listen on the network and
you must manually create listeners on every computer. -

or more ranges of IP addresses,

To allow WinRM service to receive requests over the network,
configure the Windows Firewall policy setting with exceptions for
Example IPvd filters: | | Port 5985 (default port for HTTP).
2.0.0.1-2.0.0.20,24.0.0.1-240022 The service listens on the addresses specified by the IPvd and IPvE
* filters. IPv4 filter specifies one or more ranges of IPvd addresses
and IPvG filter specifies one or more ranges of IPvBaddresses, If
| _ILI specified, the service enurmerates the available IP addresses on the
»

QK | Cancel | Apply |

Allow automatic configuration of listeners

1]

7. Select Enabled and set both the IPV4 and IPV6 filter value to *.
8. Press OK.

3.2.2.4 Enable Event Forwarding

1. Using Group Policy Management select the policy object defined in section Create a
GPO and apply it to the group

2. Select the node Computer Configuration->Policies-> Administrative Templates-
>Windows Components->Event Forwarding.

3. On the right-hand pane select Configure the server address, refresh interval, and
issuer certificate authority of a target, and Edit the policy setting. The Server
Configuration dialog is displayed.

(The policy setting for 2012 is Configure target subscription manager.)
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,‘;.!Conﬁgure the server address, refresh interval, and issuer certificate L _ | Ellil

E‘ Cenfigure the server address, refresh interval, and issuer certificate autherity of a target Subscription Manager

Previous Setting Iext Setting

" Mot Configured Comment: =]
¥ Enabled

" Disabled LI

supported on: [ ¢ |eact Windows Vista ;I
[

Options: Help:

SubscriptionManagers Show... This policy setting allows you to configure the server address, ;I

refresh interval, and issuer certificate authority (CA) of a target
Subscription Manager. The Subscription Manager is the computer
to which events are forwarded.

Syntax: Option=Value[, Opticn=Value]*

Options:

Server (mandatory) - Address of the computer to which events
should be forwarded, When the server uses the default transport
protocol (HTTP) and pert (5985), use "Server=<FQDMN=" where
<FQDMN> is the fully qualified domain name of the server,
Otherwise, specify the full URL. For example, when using the
HTTPS protocol,

"Server=https://<FQDMN=:5986, wsman/SubscriptionManager/WE
o

CK | Cancel I Apply

Server Configuration
4. Select Enabled

5. Press Show... and the SubscriptionManagers dialog is displayed.

Show Contents O &

SubscriptionManagers

Value
7 Server=http://ICS-SVR-1:5985/wsman, SubscriptionManager/ WEC]

Subscription Manager
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3.2.25

boldonjames.com

6. A Server entry should be added in the first row. Place the mouse into the row and enter
the following

Server=http://MyServer:5985/wsman/SubscriptionManager/WEC

Note: You must enter all the text including “Server="

Where:

e MyServer is either a full-qualified domain name or a hostname for the server which is
to collect the forwarded events.

e 5985 is the port that WinRM communicates over.
7. Press OK to close the SubscriptionManagers dialog.
8. Press OK to close the Server Configuration dialog.

Set WinRM permissions

The WinRM service runs under the Network Service account. So that the WinRM service
can read event logs the Network Service account has to be added to the Event Log
Readers Group. Doing this by GPO is a two-stage process. Firstly, the Event Log Readers
group has to be added to the Restricted Groups in the GPO and then the Network Service
account has to be added to the Event Readers group.

1. Using Group Policy Management select the policy object defined in section Create a
GPO and apply it to the group. Choose Edit.

2. Select Computer Configuration->Policies-> Windows Settings->Security Settings-
>Restricted Groups, and choose Add Group... from the context menu.

Select Groups ﬂﬂ
Select this object type:
|Gn:uu|:us or Builtin securty principals Object Types ..

From this location:

|class'rfier.test Locations...

Enter the ohject names to select (eamples):

Event Log Readers Check Names

Phh

Advanced... QK ‘ Cancel

Event Log Readers

3. Press the Add button and then press the Browse button and add the Event Log
Readers group by using the Select Groups dialog.

4. Press OK (three times) and the Event Log Readers group is now displayed in the right-
hand side of the Group Policy Management Editor.

5. Select Event Log Readers choose Properties from the context menu. The Event Log
Readers Properties dialog will be displayed.
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E Group Policy Management Editor

File Action View Help

~=18] %]

e | 7Fl= 355

| Name Resolution Policy
=l Scripts (Startup/Shutdown)
B 3 Security Settings
;EI Account Policies
= Local Polices
J| Eventlog
| Restricted Groups.
"4 System Services
("4 Registry
| File System
“pj wired Network (IEEE 802.3) Polides
| Windows Firewall with Advanced Sec
j Network List Manager Policies
Zatf Wireless Network (IEEE 802. 11) Polic
| Public Key Polices
| Software Restriction Policies
| Network Access Protection
(| Application Contral Policies
g IP Security Policies on Active Directol
[] Advanced Audit Policy Configuration
ol Policy-based Qos
| Administrative Templates: Policy definitions {
] Preferences
= 4, User Configuration
| Policies
(| Preferences

select Users, Service Accounts, or Groups 2x|
Select this object type:
IUsers‘ Service Accounts, Groups. or Built4n security principals Object Types.
From this location
[l test Logations...

5] EventSource [exch k0 L. test] Policy Group Name = [ Members [ Member of |
= 1&; C:_:mputer Configuration .ﬂEvent Log Readers
B [ Polices
[ ] software Settings
= [ Windows Settings 7] x|

Configure Membership for Evert Log Readers.. I

Members of this group:
<This group should contain no members>

Add |
Remaove |

Members of this group

| Browse

Enter the object names to select (examples):
NETWORK SERVICE]

Check Names

_pvanced..| _Goed |
Advanced Cancel .,

Event Log Readers Properties

6. Press the Add button (at the top of the dialog) and then press the Browse button and
add the Network Service group by using the Select Users, Service Accounts, or

Groups dialog.
Press OK (three times) and

the Event Log Readers group, showing Network Service

as a member will be displayed in the right-hand pane of the Group Policy Management

Editor.

=! Group Policy Management Editor

_Io[x|

Eile Action View Help

s 27 XE = H=

=1 | Policies

= [ Windows Settin
] Mame Resol

E[ ClassifierClientsgpo [1CS-DC =
= i Computer Configuration

] Software Settings

| Scripts (Startu
= i Security Settir
Eﬂ Account P
;EE Local Polic
ﬁﬂ Event Log
|4 Restricted

L& Systemiel;l
- »

Members Member Of

METWORK SERVICE

Group Mame &
A Event Log Readers

g:
u

Event Log Readers added to Restricted Groups

3.2.3 Define a Classifier Events Subscription

A subscription should be defined to col

lect events from Classifier client computers on the

Consolidated Event Log server (this server should also host the Classifier Reporting Event Log
service). This section will explain how this can be done.

boldonjames.com
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1. Start Event Viewer and select the Subscriptions node and choose “Create Subscription...”
from the context menu. The Subscription Properties dialog will be displayed.

Note: If this is the first Subscription to be created you will be prompted that the
Windows Event Collector Service must be running. Press Yes and Services will be
displayed allowing you to start the service.

Subscription Properties - Classifier Events Subscription ﬂ
Subscription name: |Classifier Events Subscription
Description: J
Destination log: |Bo|d0r‘| Jarmes/Classifier j

Subscription type and source computers

" Collector initiated ‘

This computer contacts the selected source computers and provides the subscription,

{* Source computer initiated Select Computer Groups... |

Source computers in the selected groups must be configured through policy or
local configuration to contact this computer and receive the subscription.

Events to collect: <filter not configured> Select Events... -
Cenfigure advanced settings: Advanced... |
‘ Cancel |

Create Events Subscription

Provide a name for the subscription, for example “Classifier Events Subscription”.

Select the Boldon James/Classifier event channel from the Destination log: drop-down
list. The Boldon James/Classifier event channel is created if you install the Event Log
Service. Alternatively, if you wish to collect events to a server without installing the service
you can create the channel by running the Event Channel Wizard.

Select Source computer initiated.

Press Select Computer Groups... the Computer Groups dialog is displayed
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Computers [0):
Name | Inclusion | Add Demain Computers...

Remove

|
Add Mon-domain Computers... |
|
Include |

Select the certification authorities to be used to authenticate non-domain computers:

Issued To | 1ssued By | Expiration Date | Fri Add Certificates... |

Remowve Certificates |

0K Cancel

Computer Groups

6. Press Add Domain Computers... and select the computer group created in section Create
a Classifier Client Group (e.g. ClassifierClients).

Press OK (twice) and return to the Subscription Properties dialog.
Press Select Events... and the Query Filter dialog is displayed

Filter | XML |

Logged:

IAnytime j

Event level: ¥ Critical ¥ Warning

I’ Error v Information

& Bylog Event logs: I LI

" Bysource  Event sources: I ;I

Includes/Excludes Event IDs: Enter ID numbers and/or ID ranges separated by commas. To
exclude criteria, type a minus sign first. For example 1,3,5-99,-76

|<AII Event IDs>

Task category: I

=l
Keywords: I ;I

User |<AII Users=

Computer(s): |<AII Computers>

Clear |
414 I Cancel |

Event Subscription Filter
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9. Select all the Event level check boxes.

10. Select By log and then select Boldon James/Classifier event channel in the Event Logs
dropdown as shown below.

Event logs: Bolden James/Classifier -
=[] Windows Logs

. .[] Application

-[[] Security

-] Setup

-] System
i ] Forwarded Events

E||:| Applications and Services Logs

i[] Active Directory Web Services
|_:_| Boldon James
W Classifier
..... [[] DFS Replication
..... [] Directory Service
..... [[] Hardware Events
----- [[] Internet Explorer
----- [] Key Management Service
H-[] Microsoft
----- [[] Microsoft Office Alerts
----- [[] Windows PowerShell

Choose Event logs

11. Press OK to return to the Subscription Properties dialog.
12. Press Advanced and the Advanced Subscription Settings dialog is displayed

Advanced Subscription Settings ﬂ
Event Delivery Optimization:
* Normal
" Minimize Bandwidth
" Minimize Latency
~

Protocol: HTTP j

0K | Cancel |

Advanced Subscription Settings

(Normal — 15 minutes, Minimize Bandwidth — 6 hours and Minimize Latency - 30 seconds)
13. Set Protocol to HTTP.
14. Press OK to return to the Subscription Properties dialog.
15. Press OK to complete the subscription.
16. Ensure that WinRM is operating and that the firewall allows events to be forwarded:
From a Command prompt, run the following windows command:

winRM qgc
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[z.| Administrator: C:\Windows\system32\cmd.exe

Microsoft Windows [Uersion 6.1.76811
Copyright <(c> 28A? Microsoft Corporation. HAll rights reserved.

C:sUsers~Administrator>winRM gc

inBM already iz set up to receive reguests on this machine.

inRM iz not set up to allow remote access to thiz machine for management.
The following changes must he made:

Enahle the WinAM firewall exception.

Make thesze changes [y nl? y

inRM has been updated for remote management .

inRM firewall exception enabled.

C:~UserssAdministrator’_

1| | v

Run winRM qc

17. The events collected by this subscription must be collected in Event format not
RenderedText format which is not usable by the Classifier Reporting database. To configure
collecting in Event format run a Windows Command console and type:

wecutil ss "Classifier Events Subscription" /CF:Events

Note “Classifier Events Subscription” is the name of the subscription created in step 2 above.

3.2.4 Re-start Client Computers

The final step is to restart all the Classifier client computers so that the changes to GPO can
now take effect and configure the computers to start forwarding events.

When a client computer initiates event forwarding, an entry (Event ID = 111) should appear
in the Collector Event Viewer. Forwarded events will appear in due course (depending upon
Latency set in Advanced Subscriptions Settings above, and of course Classifier events
being generated on that computer).

{2/ Event Viewer =] F3

File Action View Help

= AF HE

@ Event Viewer (Local) Classifier MNumber of events: 9 Actions
& [ Custom Views T T N T e i | E
; z Windows Logs Level Date and Time Source Event ID | Task Ca... [ | | Classifier a =
- Application Iii:‘lm’nmﬂation 02/12/201514:51:11 Classifie... 1153 Mandat... 7= Open Saved Log...
Security /1 Warning 02/12/2015 14:51:07 Classifie... 2000 Messag... ¥ Create Custom Vie
Setu /1 Warning 02/12/2015 14:51:07 Classifie... 1152 Mandat... )
P Py . . . " - Import Custom Vie..,
System (i) Information 02/12/2015 14:50:00 Classifie... 1001 Classifie...
Forwarded Events \Information 02/12/201514:50:00 Classifie... 1000 Classifie... Clear Log...
5 [ Applications and Services Lo 'Sii'lnfnrmatiun 02/12/201514:48:41 Classifie... 5035 Auditor ¥ Filter Current Log...
{&] Active Directory Web Ser || GOUQIEIRENEN 02/12/2015 14:40:06 Microso... 111 Mone
= - D Properties
= .| Boldon James
’.—| Classifier Event 111, Microsoft-Windows-EventForwarder x Disable Log
DFS Replication % Find...
Directory Service Ead 1 Retalt: ]
N [ Save All Events As...
Hardware Events J
Internet Explorer Microsoft-Windows-EventFc Logged: 02/12/2015 14:40:06 Attach a Task To th...
ix| Key Management Service 111 Task Category: Mone View »
Microsoft .
Information Keywords: Mone Fe
f5| Microsoft Office Alerts LA @ Refresh b
’—l Windows PowerShell N/A Computer: IC5-CLI-1.classifier test E Help N
4 Subscriptions 5
. EventLog Online Help = Event111, Microsoft-Wi...
ﬂ 3 D Event Properties
I I I P 1.
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Success and Errors (e.g. incorrect configuration) for submitting computers can be checked

via:

Forwarded events received

Event Viewer > Applications and Services > Microsoft > Windows > Eventlog-

ForwardingPlugin > Operational.

{2] Event Viewer
File Action View Help

= 2E @

. [] Diagnosis-Scripted -
. Diagnaosis-ScriptedDiagnost

. Diagnaostics-Networking

. Diagnaostics-Performance

. DiskDiagnaostic

. DiskDiagnosticDataCollecto

. DiskDiagnosticResolver

S| DisplayCelorCalibration 'ﬁ)lnformation
. (7] DINS Client Events 'ﬁ)lnformation
. DriverFrameworks-UserMod = "i‘ErrUr

Level

Y .
(i) Information

nformation
) .
(i) Information
~

(i) Information

Date and Time Source Event ID
14/12/2015 14:37:10 Eventlog-Forw... 104
14/12/2015 14:37:10 Eventlog-Forw.. 100
14/12/2015 14:37:10 Eventlog-Forw... 103
14/12/2015 14:37:10 Eventlog-Forw... 106
14/12/2015 14:37:10 Eventlog-Forw... 104
14/12/2015 14:37:10 Eventlog-Forw... 100
07/12/201515:19:31 Eventlog-Forw... 105

Task Catego...

Mone
None
MNone
Mone
Mone
MNone

Mone ‘

Operational Mumber of events: 14

. EapHost
7 EventCollector

| = Eventlog-ForwardingPlugin

General | Details

Event 105, Eventlog-ForwardingPlugin

[£] Operational

| Fault-Tolerant-Heap
7 Fms

- [] Folder Redirection

. : S’:I:FPU“C)‘ Log Name:
. [ HomeGroup Control Panel Source:

. [ HomeGroup Provider Servic Event ID:

- [] HomeGroup-ListenerService Level:

g _ HttpService User

= International OpCode

- | International-Regional Optio _
= L .. More Information:

Micresoft-Windows-Eventlog-ForwardingPlugin/Operational
Eventlog-ForwardingPlugin - Logged:

105 Task Category: Mone

Error Keywords:

MNETWORK SERVICE Computen ICS-CLI-1.classifier.test
Info

Event Log Online Help

The forwarder is having a problem communicating with subscription manager at address hitp://1C5- »

SWR-1:5985/wsman/SubscriptionManager/WEC. Error code is1311 and Error Message is
<fiW5ManFault xmlins:f="htto://schemas.microsoft.com/wbem/wsman/1/wsmanfault"

07/12/201515:19:31

m

1 [ [ +

= /o=

Actions
Operati... &
= Op.

¥ Cr.

Filt...

DE O+

View b
@ Re.
Eventl.. &

m Ev...
T Att..
H 5a..

Help »

m

Source computer event forwarding logs

3.3 Forwarding Management

Agent Events

If you deploy the Classifier Management Agent (MA) in your organisation, you may want to store the
events it generates in the Classifier Reporting Database. MA events can be forwarded to the

Consolidated Event Log server via the same subscriptions that forward Classifier events, or using

separate subscriptions.

To collect MA events, select the Boldon James Auditing/Classifier/Management Agent/Admin

event channel in the Event Logs: dropdown (equivalent to item 8 in section Consolidate Event Log
Servers ) when defining the Event query filter as shown below

boldonjames.com
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Event logs: Boldon James/Classifier, Boldon James Auditing
=[] Windows Logs ‘
EID Applications and 5ervices Logs
----- [] Active Directory Web Services
#--[v] Boldon James

=Bl Boldon James Auditing

E-[¥] Classifier

----- [] Directory Service

..... [] Hardware Events

----- [] Internet Explorer

----- [ Key Management Service
@[] Microsoft

----- [[] Microsoft Office Alerts

..... [[] Windows PowerShell

Choose Management Agent Event logs

The Boldon James Auditing/Classifier/Management Agent/Admin event channel is created if
you install the Event Log Service. Alternatively, if you wish to collect MA events to a server without
installing the service you can create the event channel on the collection server by running the Event
Channel Wizard, see section Event Channel Wizard.

Note: The Boldon James Auditing/Classifier/Management Agent/Admin event channel is
created by the MA on the Windows clients and is the location that the MA writes its events
to. The MA events are forwarded to the Boldon James/Classifier event channel on the event
collection server. However, the Boldon James Auditing/Classifier/Management Agent/Admin
event channel has to be defined on the Event Collection Server so that a subscription can be
defined to collect the events from the windows clients.

Note: Version 1.0 of the Classifier Reporting Services created an incorrect name for the
Boldon James Auditing/Classifier/Management Agent/Admin event channel. If you have
created this event channel you should remove it before you uninstall Version 1.0, by
following these steps.

Run a command prompt with Administrator privileges and go to the C:\Program Files (x86)
\Boldon James\Classifier Reporting Services directory.

Run the command: wevtutil um bjManAgentEvents.xml

3.4 Filtering Classifier Events

If you configure event forwarding according to the procedures described in this guide, all the events
generated by all Classifier applications will be collected. It is possible to filter the events forwarded
so that only events that you are interested in are transferred across the network and stored in the
Classifier Events Database. For example, you may only want reports on email users and not
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document users or you may only want to produce reports showing Classifier check rules that
produced warnings or preventions.

There are two ways of filtering Events: using the Event Subscription Filter dialog or by defining a
filter using XML. Both these methods will be briefly discussed in this section. Filtering classifier
events can be configured for both Collector and Source initiated event forwarding.

3.4.1 Event Subscription Filter dialog

The Classifier applications from which you wish to collect events can be configured by selecting
items from the Event Source drop down on the Event Subscription Filter as shown below.

Query Filter E
Filter |)<ML |
Logged: IAnytime j
Event level: V' Critical ¥ WWaming ¥ ‘erbose

I Errar v Information

' Bylog Event lags: IBoldon lames/Classifier LI
" Bysource  Eventsources: -

[ Chkdsk =
Includes/Excludes Event IDs: Ente b Classifier Addin - Excel s, Ta

exclude criteria, type a minus sign(] Classifier &ddin - Excel (Legacy)
[w] Classifier Addin - Outlook

|<AII EventIDs= |1 Classifier &ddin - Outlook (Legacy)

[ Classifier Addin - WA,

Task category: | [ Classifier Addin - OWA (Legacy) -]
-

[ Classifier Addin - PowerPaoint

lézesane s, I [] Classifier &ddin - PowerPaint (Legacy)

[] Classifier &ddin - Project

User: |<f1‘~|| Users: [] Classifier Addin - Project (Legacy)
Classifier &ddin - SharePoint (Legacy)
Computer(s): O
et [<all Computers [ Classifier &ddin - Visia
[ Classifier Addin - Wisio (Legacy)

- Word

™
e
B

[] Classifier &ddin - Word (Legqacy)

[] Classifier &ddin (Legacy) -
a | _’l_l Cancel

Query Filter dialog and Event Source drop down list

[

The Event Ids can also be selected. For example, if you only want to display the Email Sent by
Classification and Documents Saved by Classification reports then you would only need to
forward Events with Ids 1101 and 3000. This can be done by entering the Event Id as shown below.
More information about Classifier event Ids is provided by the Classifier Administration Guide.
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Filter |>{ML |

Logged: I.ﬂ.nytime j
Ewent level: v Critical il Yifarning v Werbose
v Error i Information
¥ Bylag Event logs: IBDIanJameS;‘CIassifier LI
" Bysource  Eventsources: I ;I

Includes/Excludes EventIDs: Enter ID numbers andfor ID ranges separated by commas, To
exclude criteria, fype a minus sign first, For example 1,3,5-99,-76

|1101, 3000]
Task categony: I ;I

Keyiords: I ;I

User; |<.43.II dsers»

Cornputer(s): |<AII Computers x

Clear |
o] I Cancel |

Query Filter dialog and Event Ids definitions

3.4.2 Defining an Event Subscription filter using XML

Event subscription filters are defined using XML. When a filter is defined on the Query Filter dialog,
the XML definition of the filter can be viewed by selecting the XML tab as shown below.

Duery Filter s

CFilter XML |

To provide an event filter in XPath forrm, click the "Edit query rmanually” checkbox below.

<Querylists=
“CQuery Id="0" Path="Classifier" »
<5elect Path="Classifier" »*[Systern[{Level=1 or Lewel=2 ar Lewel=3 or Lewel=4 or Lewvel=0
or Lewel=5)]]</Select>
< Query
</ QueryLists|

I Edit guery manually

(0] I Cancel

Query Filter dialog and XML filter definition
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It is possible to define an Event Subscription filter by directly adding a XML definition. To do this
click the Edit Query manually check box as shown below. Note that you will be warned that if you
do enter a XML definition that it is not possible to use the Event Subscription dialog for this

subscription.

Query Filter

Filter

UM642309

To provide an event filter in XPath form, click the "Edit query manually” checkbox below,

«Querylists
<Query [d="0" Path="Classifier" >

<3elect Path="Classifier" »*[ Systerm[Provider[@Marme="Classifier Addin - Excel' or
@Mame="Classifier &ddin - Outlook' or @Mame="Classifier &ddin - PowerPoint’ or
@Marme="Classifier Addin - Project’ or @Mame="Classifier &ddin - Visio' or
DMame="Classifier Addin - Word' or @MName="File Classifier'] and (Level=1 or Lewvel=2 or
Lewel=3 or Lewvel=4 or Lewel=0 or Lewel=5) and (BwentID=1302 or EventlD=1304 or EBventlD=
1306 or EventID=1308 or EwentID=1302 or EventlD=1504 or EventD=1506 or EventID=1508 or
EwventID=1702 ar EventID=1704 or EventID=1706 or EventID=1708 or EventID=3004 ar
EwventID=30068 or EventID=3008 or EventlD=3010 ar EventID=3014 or EventlD=3019 or

< Querys
#fQuerylists

V¥ Edit query manually

EuwentID=3022 or BventID=3025 or EventdD=30261]] </ Select >

ITI Cancel |

Query Filter dialog with a XML defined event subscription filter

Several pre-defined XML filters that can be copied into the XML definition field as shown above, are

provided with this release. These include the following.

ApplicationEvents.xml:

Collect Classifier events from Excel, Outlook,
PowerPoint, Project, Visio and Word.

ApplicationAndErrorEvents.xml

Collect only error and warning Classifier events from
Excel, Outlook, PowerPoint, Project, Visio and Word.

DocumentEvents.xml

Collect Classifier events from Excel, PowerPoint and
Word.

DocumentAndErrorEvents.xml

Collect only error and warning Classifier events from
Excel, PowerPoint and Word.

EmailEvents.xml

Collect Classifier events from Outlook, OWA and Notes.

EmailAndErrorEvents.xml

Collect only error and warning Classifier events from
Outlook, OWA and Notes.

ManagementAgentEvents.xml

Collect only Management Agent Events.
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3.5 Event Channel Wizard

The event channels needed to collect Classifier and MA events are created if the Classifier Event
Log Service is installed. If you wish to collect events on a server where you have not installed the
Service, the Event Channel Wizard can be used to create the two event channels instead. The
Event Channel Wizard can also be used to delete the event channels as well.

To use the Event Channel Wizard, run the program C:\Program Files (x86)\Boldon
James\Classifier Reporting Services\ChannelWizard

& Classifier Event Log Channel Configuration

Event Channel Wizard

Channel Selection

To create an event channel, select it check box, To remove an event channel,
clear itz check box,

/| Management Agent Event Log Channel

! Classifier Event Log Channel

Channel Wizard

Select which channel you wish to create and click Next.

Note: The Classifier event channel will be automatically created on your system if you
install the Event Log Channel Wizard even if you do not also install the Event Log
Services.

Note: The event channels are not automatically deleted if you uninstall the Event Log
Services but you can delete the channels using the Event Channel Wizard.

3.6 Event Forwarding Trouble Shooting

For the benefit of this troubleshooting guide, the following terms are defined:

- Collecting machine — this is the machine where the Event Log subscription is setup
(typically where the Classifier Reporting Event Log service runs)

- Forwarding machine(s) — these are the computers where events are forwarded to the
Collecting machine

There will typically be one collecting machine and very many forwarding machines.

Issue Note

Basic checks Note that it can take over 15 minutes for events to be forwarded in
standard operation. You may wish to set “Minimize Latency” from the
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Note

Advanced dialog of the Subscription in evaluation stages to ensure events
are forwarded more frequently (every 30 seconds).

Basic checks

Note that previously generated events on the forwarding machines are
not forwarded when a subscription is set up in standard mode. You must
generate new Classifier events on the forwarding machines after the
subscription has been set up.

Basic checks

Ensure that there is network connectivity between the collecting machine
and the forwarding machine using standard tools such as ping and
nslookup for DNS.

Basic checks

On the collecting machine, ensure that the subscription is Enabled by
checking the status in the subscriptions section of the Event Log.

Basic checks

On the collecting machine, ensure that the Runtime Status of the
subscription indicates that the forwarding computer is “Active”. If this is
not the case, follow the steps below.

The collecting
machine
subscription
“Runtime status”
indicates “The
client cannot
connect to the
destination...”

This suggests that the Windows Remote Management service is not
running, or is not accessible, on the forwarding machine. See below for
resolution.

The collecting
machine
subscription
“Runtime status’
indicates
“Access is
denied”

This indicates that the account used to run the subscription does not have
permission to access the forwarding machine event logs. Check the
account used to run the subscription (from the Advanced button on the
subscription properties). You will need to give this account permission to
the forwarding computer event log as described above in Section 3.2.2.5.

Basic checks

On the forwarding machine, check the

Applications and Services Logs/Microsoft/Windows/Eventlog-
ForwardingPlugin/Operational event log to see if the subscription has
been successfully set up. If you have no event in this event log it is likely
that winrm is not running on the forwarding machine, or that you have
firewall issues.

An event with id 100 indicates that the subscription has been set up. The
event detail will confirm the name of the subscription that has been set up.

An event of id 102 indicates an error. Typical problems include:
— Incorrect channel name in subscription

— Authentication issues
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Issue

Note

Checking
collecting
machine
configuration

If the above step indicates a problem, verify that the event query is valid
by performing these steps on the collecting computer:

View the subscription properties, and click Select Events...

On the XML tab, copy the contents of the query

Open a second instance of Event Viewer.

Right-click the Event Viewer, and then select Connect to Another

Computer... Enter the hostname of the forwarding computer in the

Another computer text box.

Right-click Custom Views, and select Create Custom View...

6. Select the XML tab. Click the ‘Edit query manually’ check box, and
click Yes when prompted.

7. Click the query box and paste the previously copied query. Click
OK.

8. The new custom view appears and shows the matching events. If

there are no events shown the query is incorrect. If events are

shown, then the forwarding mechanism is failing

PobbPE

o

If there are no events shown in the above step, note that the Path element
in the query should be “Classifier” for Classifier client events, and
“‘Boldon James Auditing-Classifier-Management Agent/Admin”. Be
especially careful with the placement of the dashes, spaces and the slash.

If there are events shown but they are not being forwarded, check that the
Windows Remote Management service is running on the forwarding
machine. On the forwarding machine, type in a console window:

winrm enumerate winrm/config/Listener

If this returns with no output, it is likely that you have not set up the
service. Execute, on the forwarding machine:

winrm quickconfig

Checking
forwarding
machine
configuration

From the collecting machine, check that you can connect to the WinRM
service on the forwarding machine. In a console window type:

winrm id -remote:<forwardingmachine>.<yourdomain>.<com>

This should return with an IdentifyResponse indicating ProtocolVersion
etc. If the return indicates “...client cannot connect to the destination...”
then it is possible that there are firewall issues.

winrm to
forwarding
machine cannot
connect

On the forwarding computer, ensure that HTTP-In (typically port 80) or
HTTPS (typically port 443) exceptions are available in your chosen
firewall configuration. Running winrm quickconfig will set up the
appropriate firewall exceptions for MS firewalls.

winrm to
forwarding
machine cannot
connect

On the collecting machine, ensure that HTTP-In for Windows Remote
Management (typically port 5985) exception is available in your chosen
firewall configuration.

Events are

If you are getting events forwarded but they are not being processed by
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Issue

Note

being forwarded
but not
processed

the Classifier Reporting Event Log service, ensure that the subscription is
requesting events in Events format. On the collecting machine, in a
console window, execute:

wecutil gs “Your subscription name” [NB: run wecutil es to list your
subscriptions]

Check that the ContentFormat is listed as “Events”
If this is not the case, execute
wecutil ss "Your subscription name" /CF:Events

Note that this is only effective for new events forwarded to the collector.

I’'m expecting to
see more events
in my reports

Finally, if you have events in the Classifier Reporting database but you
expected more events, have you set up a filter on the subscription for
particular events? Check the subscription Select Events... dialog and
review the filter.
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4 THE CLASSIFIER REPORTING DATABASE

This section explains how the Classifier Reporting Database can be created and explores some
features of the database. If you are upgrading an existing database refer to section Upgrading the
Classifier Reporting Database below.

4.1 Creating the Classifier Reporting Database

The SQL Server Database has to be created to store and process event log data. This is done by
installing the Database Management component of Classifier Reporting Services and then either
running the PrepareDatabase program or by loading a set of scripts into SQL Server Management
Studio. Both methods will be discussed in this section.

4.1.1 Creating the Classifier Reporting Database by running PrepareDatabase

The Classifier Reporting Database can be created by running the PrepareDatabase program. You
can use either Windows Authentication or SQL Server Authentication to create the database.

To create the Classifier Reporting Database complete the following steps.

1. Ensure you have an installed and correctly working version of SQL Server 2008 or later with
SQL Server Agent service running.

2. If you want to use Windows Authentication log onto Windows as a User who has sysadmin
Server Role privileges in the SQL Server database.

3. If you want to use SQL Server Authentication create a Login for the database in SQL Server
Management Studio and grant the Login the sysadmin Server Role

4. Run PrepareDatabase by running the file
C:\Program Files (x86)\Boldon James\Classifier Reporting Services\PrepareDatabase

5. Enter the name of the server running the Classifier Reporting database. This should be
localhost as shown in the picture above, if you are running the program from the server that
hosts the SQL Server.

& Classifier Prepare Database Tool

— Databaze — Log on ko Server

Clazzifier Beparting Datahase IEIassifierE wentsDE & ze Windows Authentication

i Usge SGL Server Authentication

Database Server [localhost 1435
’ Uzer Mame I
[ atabaze |nstance I Pazsward I
[Leave empty if using the
default inztance]
Update D atabase | Create Databaze | Test Databaze

Successfully connected to Database 'ClassifierEventsDE' on server 'localhost, 14351
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10.

11.

4.1.2

Prepare Database

If your SQL Server is not listening on the default TCP port for SQL Server you will need to
enter the port, that the SQL Server is listening on, to the server name; enter Server Name,
Port. For example to create a Classifier Reporting database on a server called myhost on
port 1435, enter myhost,1435 in the Database Server field.

If you want to create the Classifier Reporting database in a SQL Server instance other than
the default (unnamed) instance, enter the name of that instance into the Database Instance
field. You do not need to enter an instance name if you want to create the Classifier
Reporting database in the default instance.

Select either Use Windows Authentication or Use SQL Server Authentication. If you use
SQL Server Authentication, then you must also enter a User Name and Password.

Press Create Database. This runs a set of SQL scripts that creates the Classifier Reporting
Database.

When the process is finished, you should test whether the Classifier Reporting Database has
been successfully created by pressing Test.

The Database Management program creates a text file showing the progress of the creation
process. If there is a problem creating the database, you can check the file for details. The
file is C:\Users\<UserName>\AppData\Local\Temp\PrepareDatabase.log

Communication between PrepareDatabase and the SQL Server

PrepareDatabase communicates with the SQL server using TCP/IP on the standard SQL port or on
another port specified by the user. The SQL Connection string to communicate with the Server is
constructed by PrepareDatabase. If you wish to communicate directly with the SQL server or wish to
inspect the SQL scripts run by PrepareDatabase you can create the Classifier Reporting database
by running the SQL in the SQL Server Management Studio itself. This is explained in the next
section.

4.1.3

Creating the Classifier Reporting Database by running SQL Script files

To create the Classifier Reporting Database by running SQL scripts complete the following steps.

1.

Ensure you have an installed and correctly working version of SQL Server 2008 or later with
SQL Server Agent service running.

Ensure that you are logged on to Windows as a User who has sysadmin Server Role
privileges in the SQL Server database.

Start SQL Server Management Studio, on the tree on the left-hand side, select the
Databases node, choose New Database... from the context menu and call the new
database ClassifierEventsDB. Press OK to create the database.
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=10] x|
Select ) 5 Script - m Help
24 General
- )
= g::;_;zps Database name: IClass'rfierE\tentsDB
o Orwmer: |=defau|t> |
[ Use fulltext indexing
Database files:
Logical Name I File Type I Filegroup I Initial Size (MB) I Autogrowth / Maxsize
ClassifierEve... Rows ... FRIMARY 5 Ey 1 MB, Unlimited 1
ClassifierEve... Log Mat Applicable 1 By 10 percent, Unlimited |
Server:
DEVSERVER
Connection:
DEVSERVER \Administrator
=y Miew connection properties
1] | i3
Add | Eemove |
ok | Cancel |
i

Creating ClassifierEventsDB Database

4. When the database has been created select File->Open from the File menu and navigate to
the directory C:\Program Files (x86)\Boldon James\Classifier Reporting Services\SQL
that contains the SQL scripts.

5. All the script files have names of the form

<nn><description>.sql

Where <nn> is a number indicating the order that the scripts should be run. For example,
the script 01 Create Database.sql should be run first followed by 02...sql and so on.

After opening the scripts, they should be run by pressing the Execute button on the SQL
Server Management Studio toolbar.

If the scripts are run in the prescribed order they should run successfully. There may be
some warnings if the SQL Server Agent is not running (see the section Automatic Event
Processing and Deletion) but the warnings can be ignored.
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5 UPGRADING THE CLASSIFIER REPORTING
DATABASE

5.1 Updating from a Version 1.0 database to a Version 1.2 database

If you have an existing version 1.0.0 or version 1.1.0 database you must upgrade the database to
use the new features in version 1.2.0 such as labels in events being parsed into selector values.
You should also update installations of your Reporting Console to version 1.2.0.

1. Uninstall all instances of the Classifier Reporting Console from previous versions of the
Reporting System

2. Stop the Event Log and Active Directory Service(s). Stop all instances of the Classifier Event
Log Service so that events are not being processed as the migration happens.

3. Uninstall the services and all additional utilities supplied with the older versions of the
Reporting System

4. Run Staging to Working stored procedures (usp_DocumentEventsWorkingInsert and
usp_EmailEventsWorkingInsert) in Microsoft SQL Server Management Studio. These
procedures move database entries from the Staging to the Working tables. The migration
wizard only operates on the Working table data so it is important to move all your existing
events to the Working tables’ area. Note that you may continue to have events in the
Staging tables after running the stored procedures. This is not unexpected.

5. Install the Event Log Service and Active Directory Services (if using) and all required
additional utilities. Do NOT start the services.

6. Run the new Prepare Database program. Enter the name of the server running the SQL
Server database and the appropriate authentication details.

7. Press the Test button. The following message will be displayed if the Classifier Reporting
database needs updating.

(€ Classifier Prepare Database Tool

— Databaze | [ LegantoServer

Classifier Reporting Classifier Prepare Database Tool [ | |1

ok

@B Connection to Database Server localhost Success
Database Server [ |

[8.0. tephostname, - Connection to Database : Success

Database Wersion : Error

Databaze Instance Y . )
The ClassifierEventDE database is not the lakest version

[Leave empty if usir
default ingtance)

Database components : Error
Qne or more components are missing from the ClassifierEventsDE
database.

Database I

Testing connection ko e T T S S T T TS T T T S T T T TS

Database Version Warning
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8. If the Test button identifies that the database version is not the latest version, then press the
Prepare Database button

9. Re-run the new Staging to Working stored procedures that are installed as part of the
PrepareDatabase process. This will move any Classifier client events that were not
recognised by the older Classifier Reporting database to the Working area.

10. Run the migration wizard

See the section Migration Wizard. The migration wizard will parse the classification values
in your existing Working table entries.

11. Start the new Event Log and Active Directory (if using) Services

12. Install and configure the latest version of the Classifier Reporting Console onto the relevant
endpoints

5.1.1 Migration Wizard

If you have an already populated database from versions 1.0 or 1.1 of the Classifier Reporting
Services, you will need to update the database to version 1.2 using the database migration wizard.
You do not need to run the migration wizard to update the database from version 1.2to a
later version.

As with the Event Log Service, this application must have access to a published Classifier
Configuration so that it can access definitions of labels and policies needed to parse Event labels
into individual selector values.

The wizard will write this configuration to the database, and will parse all the current labels and add
the results to the appropriate tables and views. Note that the application will not attempt to process
any staging data. It is assumed that the staging data will have already been processed.

The wizard has two pages. The first is a configuration page, and the second page has a viewer to
report the progress of the conversion.

Page 1

Configure the SQL connection to the server, and verify that the database has been backed up and
that the Boldon James event log service is not running.
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Boldon James Classifier \;|£-

Migration Wizard

SQL Configuration

Checks

Before running the Migration Wizard please verify that;
+The ClassifierEverts DB database has been backed up
*The Boldon James Event Log Service is not running

Verified

Connection

| Server=localhost; Database=ClassfierEventsDB; Trusted_Conr

Mext = Cancel

Migration Wizard Page 1

To configure the connection to the database, press the Edit button to show the SQL Connection

Editor screen.

S0L Connection Editor

Server Mame:

IIncthust'\instanceﬁﬂ

— Log on ko the server

% ze Windows Authentication
i~ Use SHL Server Authentication

Izer Mame I

Paszwiord I

Databaze: IEIassifierE ventzD B j

] 4 I Cancel | Test... |

SQL Connection Editor

Enter the name of the server that hosts the database: If you run the migration wizard on the server
that hosts the database you can enter “localhost”. If you have created the Classifier Events
database in an instance other than the default instance, you will have to add the name of the
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instance to the string, for example “localhost\instance#1”. The Database must always be

ClassifierEventsDB. Select either Windows or SQL Server Authentication. The windows account or
SQL Server account must be configured in the database with the ClassifierSupplierRole, (see the

section on configuring the Event Log Service for details on how to configure an account with the

ClassifierSupplierRole). You can test the connection to the database by clicking the Test. Once
the connection has been configured, you should click the Next button to move to the next page.

Page 2

Press the Start button to start parsing label. Progress on the label parsing is displayed. You can
stop the process by pressing the Cancel button. Note, that pressing the Cancel button will not roll
back the processing, but, if there are any issues the application can be run again as it will re-build

the data it adds to the database. When the processing has finished, click the Finish button to close

the migration wizard.

O

Boldon James Classifier \;li-

< Migration Wizard

Migrate database

Migration Progress _

ﬁ Processed 243787 Attachments

0 Written 14514 rows to [ClassifierEverts DB]. [ClassfierWo. .
'ﬂ Calling [ClassifierWorking]. usp_Attachment Selectaryalu. .
ﬁ Attachment Selector Values Inserted

General
0 Finished Migration

W

Einish Cancel
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5.2 Updating from a Version 1.2 database to a Version 1.3 database

If you have a version 1.2 database you must upgrade the database to version 1.3.0 to use the new
features in 1.3.0 such as the new dashboards and reports. It is possible to use version 1.2.0 of the
console with a version 1.3.0 database but you will need to upgrade the console to version 1.3.0 to
use the new reports and dashboards.

Note: If you have a version 1.0.0 database and you want to upgrade it to a version 1.3.0
database, you will have to upgrade the database to version 1.2.0 first and then upgrade the
version 1.2.0 database to version 1.3.0.

You can upgrade a version 1.2.0 database to a version 1.3.0 database by completing the following
steps.

1. Stop the SQL Server Agents so that no batch processing of events take place during the
update process.

2. Run the new Prepare Database program. Enter the name of the server running the SQL
Server database and the appropriate authentication details.

3. Press the Test button. The following message will be displayed if the Classifier Reporting
database needs updating. Close the Prepare Database program.

-Z::_c-:il Classifier Prepare Database Tool

— Databaze T Log on to Server
SIS ciossifie: Prepare DatabaseTool _________Fd[}
ion
D atabase Server | l

[e.q. top:hogtname. k.~

'0' Connection to Database Server 'localbost’: Success
Zonneckion to Database : Success

Database Instance Database Wersion @ Error

[Learve ermpty if usir The ClassifierEventDE database is nok the lakest version

default instance]
Database components ; Error
One ar mare components are missing from the ClassifierEventsDE
database.

[ atabaze I

Testing conneckion ko e e ey~ b e e a1 ey

Database Version Warning

4. At this stage you will need to run a script in SQL Server Management Studio, called
C:\Program Files (x86)\Boldon James\Classifier Reporting Services\ SQL\
UpdateDatabase.sql to start the update process.

Note: Updating the database may take some time so you may want to schedule
running this script at a time of low database usage. You may also want to perform a
database backup before running the script.

5. Once the script has completed, run the Prepare Database program and press the Update
Database button. This runs a set of SQL scripts that will complete the update of the
Classifier Reporting Database.
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6. When the process is finished, you should test whether the Classifier Reporting Database has
been successfully created by pressing the Test button

7. Restart the SQL Server Agent.

8. The Database Management program creates a text file showing the progress of the creation
process. If there is a problem creating the database, you can check the file for details. The
file is C:\Users\<UserName>\AppData\Local\Temp\PrepareDatabase.log

Note: You do not have to run the Migration Wizard to update from version 1.2 to
version 1.3.

5.3 Updating from a Version 1.3.0/1.3.1/1.4.0 database to a Version
V1.4.1 database

If you have a version 1.3.0, 1.3.1 or V1.4.1 database, you can upgrade to a V1.4.1 database by
completing the following steps.

1. Stop the SQL Server Agents so that no batch processing of events take place during the
update process.

2. Run the new Prepare Database program. Enter the name of the server running the SQL
Server database and the appropriate authentication details.

3. Press the Test button. The following message will be displayed if the Classifier Reporting
database needs updating.

(€ Classifier Prepare Database Tool

— Databaze | [ LegantoServer

Classifier Reporting Classifier Prepare Database Tool [ | |1
ok

Database Server |
[e.q. tep:hosthame, R

'0' Connection to Database Server localhost Success

Connection to Database : Success

Database Wersion : Error

Databaze Instance Y . )
The ClassifierEventDE database is not the lakest version

[Leave empty if usir

default ingtance)
Database components : Error

Qne or more components are missing from the ClassifierEventsDE
database.

Database I

Testing connection ko e T T S S T T TS T T T S T T T TS

Database Version Warning

4. Press the Update Database button. This runs a set of SQL scripts that will complete the
update of the Classifier Reporting Database.

5. When the process is finished, you should test whether the Classifier Reporting Database has
been successfully upgraded by pressing the Test button

6. Restart the SQL Server Agent.

7. The Database Management program creates a text file showing the progress of the creation
process. If there is a problem creating the database, you can check the file for details. The
file is C:\Users\<UserName>\AppData\Local\Temp\PrepareDatabase.log
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Note: You do not have to run the Migration Wizard to update from version 1.3.0, 1.3.1
or V1.4.0 to version 1.4.1.

6 CONFIGURING THE CLASSIFIER REPORTING
SERVICES

6.1 Configuring the Event Log Service

The Event Log Service reads information from the Windows Event log and writes the information

into the Classifier Reporting Database. The following information explains how the service should
be configured. The service should be run on the system holding the consolidated Classifier event
logs.

6.1.1 Configuring the Classifier Policy

The Event Log Service needs access to a Classifier policy for licensing and label parsing.
Configuring access to a policy is explained in more detail in the section Classifier Configuration.

6.1.2 Configuring a Database login

The Event Log Service has to be configured to be run by a login that has access to the Classifier
Reporting database. This login can be either based on Windows authentication or SQL Server
authentication.

Note: The database instance has to be configured for both SQL Server and Windows
Authentication mode if you want to define a login using SQL Server authentication.

1. If you want to use Windows authentication you will need to use a Windows domain account
to run the service. This account does not have to be a member of the Domain Admin group
but should have read permission to the local event log.

2. First, using SQL Server Management Studio create a security login and either associate
the login either with a Windows domain account or configure the login to use SQL Server
authentication.

3. Secondly, you have to grant permissions to the login to write event data to the database by
mapping the account to the ClassifierSupplierRole as shown below.
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4 Securables

%A Status

Server:
SQLSERVER

Connection:
SOLSERVERMAdministrator

E' Login Properties - KRO1\Report.User

8 Serpt + [ Help

=101.%]

4% Miew connection properties

Users mapped to this login:

Map | Database | User

| Default Schama

{ ClassifierEventsDB
master
model
msdb
Report Server
ReportServerTempDE
tempdb

i ln i lim i im 155

[ Guest account ensbled for: ClassfierEventsDE

Database role membership for: ClassifierEventsDB

KRO1%Report. User

dbo

[

[ ClassifierConsumerRole
[w] ClassifierSupplierRole
[ db_accessadmin

[ db_backupoperator
[T db_datareader

[ db_datawriter

[] db_ddladmin

[] db_denydatareader
[] db_denydatawriter
[ db_owmner

[ db_securityadmin

v public

6.1.3 Configuring the Event Log Service using the Configuration Wizard

Once you have created a database login you should configure the Event Log Service using the

Map login to ClassifierSupplierRole role

Configuration Wizard, see the picture below. This program enables you to configure values that

define how the service runs and details of the database that the service should write to.

Note: In Classifier Reporting V1.3 these values were stored in the registry but from V1.4
onwards these values are only stored in the configuration file and are managed using the

Configuration Wizard.
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Classifier Reporting Services Configuration Wizard

Event Service

SOL Connection Detailz

Server Mame: lozalbost
Authentication; YWindows Authentication

D atabaze: ClazzifierE ventzD B

Canfigure SHL connectian

Settings

Ewvent Log Mame: IEIassifier

Folling Intersal; |1 1 FECE

¥ Use Bookmarking

M axirnurn number of database write retries: |5|:|
IEI

Delay bebween databaze write retriez IECE

Save | | ] I Cancel

Configuration Wizard for the Event Log service.

The fields of the Configuration Wizard will now be explained.

Event Log Name is the name of the consolidated event log. If you have followed the
event forwarding steps in section 3 above, then this value should be “Classifier”.
Alternatively, if you use the Windows Logs/Forwarded Events event channel the value
should be set to “ForwardedEvents”, note that the value should contain no space
characters (default: Classifier).

Polling Interval is the number of seconds the service waits to poll the Event Log for new
events (default: 10 seconds).

Use Bookmarking configures the service to remember the last event it processed, so
that every time the service is polled, and if the service is restarted, it will continue
processing events from the bookmarked position and not from the start of the Event Log
(default: checked).

Unchecking the Use Bookmarking option configures the service to process all the
events in the Event Log every time the service polls for new events and every time the
service is restarted.

Maximum number of database write retries and Delay between database write
retries are discussed in section on database connection management.

The Save button writes configuration data to files.
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e The OK button writes configuration data to files and then closes the Configuration
Wizard.

o The Cancel button exits the Configuration Wizard without saving any configuration data.
e The Configure SQL connection button displays the SQL Connection Editor dialog as
described in the next section.

6.1.4 SQL Connection Editor for the Event Log Service

The SQL Connection Editor is the place where you can define information about the
database that the Event Log service will write data to. The Event Log service will use a SQL
connection string to connect to the database. You can define this string yourself or let the
SQL Connection Editor construct the string with the information you provide.

SQL Connection Editor (Event Service) E3
[T Usethe following SQL connection string:

Server Name:
IIDcthasﬂ

— Server Logon:
" Use Windows Authertication

% Use 5L Server Authertication

User Name: I—HEPLACE USERMAME-

Passwaord: |

Database: I':lass'rfierEventsDB j

ok | Concel | Test

SQL Connection Editor.

The fields on the SQL Connection Editor will now be explained.

e The Use the following SQL Connection String option allows you to define your
own SQL connection string. See section Defining your own SQL Connection string
for more details.

o Server Name is the name of the server hosting the Classifier Reporting database. If
the Event Log Service is being deployed on the same server as the database this
name can be left as localhost.

If you have created the Classifier Events database in an instance other than the
default instance, you will have to add the name of the instance to the server name.
For example, if your database is stored in an instance called mylnstance then set the
server name to localhost\mylnstance.

If your SQL Server is not listening on the default TCP port, you will have to add the
port that the SQL Server is listening on to the server name. For example if your SQL
Server is available on port 1434, set the server name to localhost,1434.
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If your SQL Server is stored in an instance called mylnstance and is listening on port
1434 then set the server name to localhost\mylnstance,1434

¢ Use Windows Authentication — this configures the service to use the domain
account that the service is configured to run as, to authenticate with the SQL Server.
See Starting the Event Log Service for more details.

e Use SQL Server Authentication - this configures the Event Log service to use the
SQL Server login and credentials defined in the User Name and Password fields.
The SQL Server login must be associated with the ClassifierConsumerRole as
explained in the Configuring a Database login section.

In the picture above, for example, replace the text -REPLACE USERNAME - with
the SQL Server login name.

o Database is the name of Classifier Events database and should always be
ClassifierEventsDB.

e The Test button attempts a SQL connection to the database using the provided
details.

o The OK button first attempts a SQL connection to the database using the provided
details and if the connection is successful, the details are saved and the SQL
connection editor is closed.

e The Cancel button closes the SQL connection editor without saving any
configuration details.

6.1.5 Defining your own SQL Connection string

If the Use the following SQL Connection String option is selected it is possible to change the
SQL Connection string created by the SQL Connection Editor, for example if you want to encrypt
the SQL connection between the services and the database you could add the required keywords to
the SQL Connection string.

The SQL Connection strings created by the SQL Connection editor have the following format.
¢ If Windows Authentication is being used, the format is

Data Source=<Server name>; Initial Catalog=ClassifierEventsDB;Integrated
Security=True

Where <Server name> is the name of the server hosting the Classifier Reporting database.
e If SQL Server Authentication is being used, the format is

Data Source=<Server name>; Initial Catalog=ClassifierEventsDB;Integrated
Security=False, User ID=<Login Name>,Password=<Password>

Where <Server name> is the name of the server hosting the Classifier Reporting database.
<Login Name> is the name of the SQL Login name created to access the database.
<Password> is the password of the SQL Login.

The website https://www.connectionstrings.com/sqgl-server/ is a good general reference for SQL
Connection strings and the website https://docs.microsoft.com/en-us/sgl/relational-
databases/native-client/applications/using-connection-string-keywords-with-sgl-server-native-
client?view=sql-server-2017 provides a list of SQL Server SQL Connection string keywords.
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Note: If you change the SQL Connection string you should always retain the Initial
Catalog=ClassifierEventsDB component.

6.1.6 Starting the Event Log Service

The Event Log service is started from the Services console.

1. You have to create or configure, a Windows domain account to run the service. This
account does not have to be a member of the Domain Admin group but should have read
permission to the local event log.

Boldon James Classifier Reporting Event Log Service Properties (L... E

' General Leog On I Fie:c:l:wer_l,ll Dependenciesl

Log on az

" Local Svstem account
[T &llows service bojinteract with deskbop

i* This account: IHepDrt.Uger@krD‘l.tESt Brovze. I

PaSSWD[d: I...............

Confirm passward: I..-.-.-...-.-.-

Help me configure user account log on options.

Ok, I Cancel I Apply

Configuring a domain user to run the service

2. If you want to use Windows authentication to access the database, the domain account
should be associated with the ClassifierConsumerRole as explained in the Configuring a
Database login section.

3. If you want to use SQL Server authentication you still need to configure a Windows domain
account to run the service but then you have to use the Configuration Wizard to configure
the service to use a SQL Server login to access the database as explained in the
Configuring the Event Log Service using the Configuration Wizard section. The SQL Server
login must be associated with the ClassifierConsumerRole as explained in the Configuring a
Database login section.

Note: If you want to configure the service as Automatic, we recommend configuring the
service as ‘Delayed start’ Automatic.

6.1.7 Database Version Check

When the Event Log Service is started, both as a service and when run from a console, it checks
the version of the database and only starts if the database is a compatible version.
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6.1.8 Database Connection Management

It's possible that the Event Log Service is temporarily prevented from writing event data into the
Classifier Reporting database because the database’s batch processes are running and have

locked other processes from accessing the database. It this case the Event Log Service can be
configured to re-try writing the event. This process is controlled by the following two parameters

Maximum number of database write retries is the maximum number of times the Event Log
Service will try to write the event to the database before waiting a number of seconds before re-
trying to write the event again. The number of seconds the Event Log Service will wait is set by
Delay between database write retries.

For example, if Maximum number of database write retries is set to 10 and Delay between
database write retries is set to 30, the Event Log Service will try to write the event to the database
10 times. If it is unsuccessful, the Service will wait 30 seconds and then re-try another 10 times.
This sequence will continue until the event is finally written to the database.

If Delay between database write retries is set to 0 or is not set, the Event Log Service will make
up to Maximum number of database write retries attempts to write an event to the database. If
the Event Log Service still can’t write the event after re-trying Maximum number of database write
retries times the event will be discarded and the Event Log Service will attempt to write the next
event.

6.2 Configuring the AD Service

The AD Service reads information about Users and Computers from the Active Directory and writes
the information to the Classifier Reporting Database to provide supplementary information for use in
the Reports generated. The following information explains how the service should be configured.

6.2.1 Configuring a Database login

The AD Service has to be configured to be run by a login that has access to the Classifier Reporting
database. This login can be either be based on Windows authentication or a SQL Server
authentication.

Note: The database instance has to be configured for both SQL Server and Windows
Authentication mode if you want to define a login using SQL Server authentication.

1. If you want to use Windows authentication you will need to use a Windows domain account
to run the service. This account does not have to be a member of the Domain Admin group
but does require read permissions for the Active Directory to read non-deleted items in the
Directory but the account does have to be a member of the Domain Admin group if you wish
to read details of items that have been deleted from the Directory.

2. First, using SQL Server Management Studio create a Security login and either associate
the login either with a Windows domain account or configure the login to use SQL Server
authentication.

3. Secondly, you have to grant permissions to the login to write event data to the database by
mapping the account to the ClassifierSupplierRole as shown below.
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E' Login Properties - KRO1\Report.User

8 Serpt + [ Help

=101.%]

- Users mapped to this login:
# Sacyrables Map | Database | User | Default Schama

E’i Status ClassifierEventsDB KRO1%\Report. User dbo _I
master

model

msdb

Report Server
ReportServerTempDE
tempdb

i ln i lim i im 155

[ Guest account ensbled for: ClassfierEventsDE

Database role membership for: ClassifierEventsDB

[ ClassifierConsumerRole
[w] ClassifierSupplierRole

gg{gEHVEH [] db_accessadmin

[ db_backupoperator

Connection: [[] db_datareader
SQLSERVER“Administrator [ db_datawriter

[] db_ddladmin

[] db_denydatareader
[] db_denydatawriter
[ db_owmner

[ db_securityadmin
v public

4% Miew connection properties

Map login to ClassifierSupplierRole role

6.2.2 Configuring the AD Service using the Configuration Wizard

Once you have created a database login you should configure the AD Service using the
Configuration Wizard, see the picture below. This program enables you to configure values that
define how the service runs and details of the database that the service should write to.

Note: In Classifier Reporting V1.3 these values were stored in the registry but from V1.4
onwards these values are only stored in the configuration file and are managed using the
Configuration Wizard.
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Classifier Reporting Services Configuration Wizard

Ewent Service AD Service

SOL Connection D etails

¥ 1lze the Event Service SOL connection details

Settings

[T Usze Glabal Catalogue A0 DC Server Mame; I

Eill g kel |1— g [Leave empty to auto locate]

Configuration Wizard for the AD service using Event Log service connection details.

The fields of the Configuration Wizard will now be explained.

e Use the Event Service SQL connection details — when this option is selected, the
AD Service will use the same SQL connection details as configured for the Event
Service, see the section Configuring the Event Log Service using the Configuration
Wizard.

e Use Global Catalogue configures the AD Service to use the Active Directory Global
Catalogue to read users and computers attributes. Select this option if your
organisation has an Active Directory Forest of Domains and you wish to read
information about all users and computers in all your organisation’s domains. Don’t
select this option if you only have one domain or only wish to read information from
your local domain.

Note: When connecting to the Global Catalogue, the AD service will only copy
to the database the user and computer AD attributes that are replicated to the
Global Catalogue.

o AD DC Server Name, the name of the computer that holds the Active Directory (AD).
If this value is not set, the AD service will automatically locate the Domain Controller.
This value is ignored if Global Catalogue is used.

o Polling Interval is the length of time in minutes that the service waits before
checking for changes in the Users and Computers AD containers (default 1 minute).

¢ The Save button writes configuration details to the configuration file.

boldonjames.com 54




Boldon James
A QINETIQ company Classifier Reporting System Guide UM642309

e The OK writes configuration details to the configuration file and then closes the
Configuration Wizard.

e The Cancel button closes the Configuration Wizard without saving the configuration
details.

If the Use the Event Service SQL connection details option is not set, the Configuration
Wizard will look as shown below.

Classifier Reporting Services Configuration Wizard

Ewent Service AD Service

S0L Connection Detailz

[ Use the Event Service SAL connection details
Server Mame: lozalhost

Authentication: SOL Server Authentication zer: SOLUSER

D atabasze: ClazzifierE ventzDB

| Configure SHL connection I

Settings

™ Use Global Catalogue AD DC Server Mame: I

Poling Interval I.I_ . [Leave emphy to auto locate]

Save | F. Cancel

Configuration Wizard for the AD service not using Event Log service connection details.

There is one additional field to explain.

e The Configure SQL connection button displays the SQL Connection Editor dialog as
described in the next section.

6.2.3 SQL Connection Editor for the AD Service

The SQL Connection Editor is the place where you can define information about the
database that the AD service will write data to. The AD service will use a SQL connection
string to connect to the database. You can define this string yourself or let the SQL
Connection Editor construct the string with the information you provide.
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S0L Connection Editor (AD Service) E |

™ Usethe following SOL connection string:

IData Source=localhost:Initial Catalog=ClazzifierE ventzDB Integrated Sec

Server Mame:

II::u:thu:ust

— Server Logor:

' Usze Windows Suthentication
" Usze SOL Server Authentication

Ilzer Mane: I

Fazzwiord: I

[ atabaze: IEIassifierE ventzD B j

] I Cancel Test |

SQL Connection Editor for the AD service

The fields on the SQL Connection Editor will now be explained.

e The Use the following SQL Connection String option allows you to define your
own SQL connection string. See the section Defining your own SQL Connection
string for more details.

e Server Name is the name of the server hosting the Classifier Reporting database. If
the AD Service is being deployed on the same server as the database this name can
be left as localhost.

If you have created the Classifier Events database in an instance other than the
default instance, you will have to add the name of the instance to the server name.
For example, if your database is stored in an instance called mylnstance then set the
server name to localhost\mylnstance.

If your SQL Server is not listening on the default TCP port, you will have to add the
port that the SQL Server is listening on to the server name. For example if your SQL
Server is available on port 1434, set the server name to localhost,1434.

If your SQL Server is stored in an instance called mylnstance and is listening on port
1434 then set the server name to localhost\mylinstance,1434

e Use Windows Authentication — this configures the AD Service to use the domain
account that the Service is configured to run as, to authenticate with the SQL Server.
See Starting the AD Service for more details.

e Use SQL Server Authentication - this configures the service to use the SQL Server
login and credentials defined in the User Name and Password fields. The SQL
Server login must be associated with the ClassifierConsumerRole as explained in the
Configuring a Database login section.
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In the picture above, for example, replace the text -REPLACE USERNAME - with
the SQL Server login name.

o Database is the name of Classifier Events database and should always be
ClassifierEventsDB.

o The Test button attempts a SQL connection to the database using the provided
details.

¢ The OK button first attempts a SQL connection to the database using the provided
details and if the connection is successful, the details are saved and the SQL
connection editor is closed.

e The Cancel button closes the SQL connection editor without saving any
configuration details.

6.2.4 Starting the AD Service
The AD service is started from the Services console.
1. You have to create or configure, a Windows domain account to run the service. This

account does not have to be a member of the Domain Admin group but does require read
permissions for the Active Directory to read non-deleted items in the Directory but the

account does have to be a member of the Domain Admin group if you wish to read details of

items that have been deleted from the Directory.

Boldon James Classifier Reporting AD Service Properties (Local Co... E

General LogOn | Fecovery | Dependencies

Log on as:

" Local Spstem account

I Allow service bojinteract with deskiop

% Thiz account: IHE:pDrt.LISEI@krEI'I test
Pazzword: I---------------
LCanfirm pazsword: I-.-------.-----

Help me configure uzer account log on option:s.

(] Cancel Apply

Configuring a domain user to run the AD service
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2. If you want to use Windows authentication to access the database, the domain account
should be associated with the ClassifierConsumerRole as explained in the Configuring a
Database login section.

3. If you want to use SQL Server authentication you still need to configure a Windows domain
account to run the service but then you have to use the Configuration Wizard to configure
the service to use a SQL Server login to access the database as explained in the
Configuring the AD Service using the Configuration Wizard section. The SQL Server login
must be associated with the ClassifierConsumerRole as explained in the Configuring a
Database login section.

Note: If you want to configure the service as Automatic, we recommend configuring the
service as ‘Delayed start’ Automatic.

6.2.5 Forcing a AD data refresh

The AD Service reads user and computer information from the Active Directory the first time it is
run. The AD service then periodically checks for updates in the user and computer information at a
time interval determined by the PollTimelnMinutes setting, see above. The AD service will continue
to check for updates even if it is restarted. The service uses a cookie, stored on the local system, to
record what user and computer items have been read from the Active Directory.

However, it is possible to force the AD service to re-read all the users and computer information, not
just updates, when it is restarted by specifying “Start parameters” of —refresh as shown below.

Boldon James Classifier Reporting AD Service P El

General | Log On I Recovery I Dependencies I

Service name: clsad2db exe

Display name: Boldon James Classifier Reporting AD Service

Description: wrchronizes the Reporting database with Active ;I
Directony ;I

Path to executable:
"C:*Program Files {xB&)"Boldon James“Classifier Reporting Services'wclsad2

Startup type: IMDmatic j

Help me configure service startup options.

Service status:  Stopped

Start | Stop | Fausze Eezume

You can specify the start parameters that apply when you start the service
from here.

Start parameters: I-refresh

QK I Cancel Apply

AD service configured to re-read all user and computer information.
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6.2.6 Computer and User AD attributes

This feature allows the administrator to define which AD attributes on the AD Computer and User
objects should be retrieved from AD and written to the SQL database when the AD Service polls for
changes.

Upto 10 attributes can be defined for retrieval for both Computer and User objects — these values
are written into columns labelled “Attributel” to “Attribute10” in the “Computers” and “KnownUsers”
tables.

The attributes to be retrieved are defined in the AD Service configuration file “clsad2db.exe.config”
located in the installation directory (default: C:\Program Files (x86)\Boldon James\Classifier
Reporting Services). See 9.2.2 below for detalils.
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7/ DATABASE FEATURES

7.1 Security Considerations

7.1.1 Database Roles

Security in the Classifier Reporting Database is enforced by using the following three SQL Server
database roles.

ClassifierSupplierRole. Logins mapped to the ClassifierSupplierRole are granted EXECUTE
permission to use stored procedures that write data into the Staging tables. The role is intended to
be used by the Event Log Service and the AD Service. See the sections Configuring the Event Log
Service and Configuring the AD Service for more details.

ClassifierConsumerRole. Logins mapped to the ClassifierConsumerRole are granted SELECT
permission on the view schemas. The role is intended to be used by Users that run the Console to
create dashboards and reports. Further information can be found in the Classifier Reporting
Console Guide (UM6422).

ClassifierMaskedConsumerRole. Logins mapped to the ClassifierMaskedConsumerRole are
granted SELECT permission on the view schemas but do not have access to masked columns. The
role is intended to be used by Users that run the Console to create dashboards and reports but do
not have the privileges to view information that could identify individual people or computers.
Further information can be found in the Classifier Reporting Console Guide (UM6422).

ClassifierMaintenanceRole. Logins mapped to this role are granted EXECUTE and ALTER
permissions to run the stored procedures that transfer data between the Staging and Working
tables. When the database is created A User called ClassifierAdminUser is created and mapped
to the ClassifierMaintenanceRole. This User is associated with a Login called ClassifierAdmin that
then has the permissions to run the SQL jobs that run the stored procedures to transfer data
between the Staging and Working tables and can create table indices.

7.1.2 Changing ClassifierAdmin password

When the Classifier Reporting Database is created a password is assigned to the ClassifierAdmin
Logon by the installation program. It is strongly recommended that this password is changed
by the SQL System Administrator as shown below:
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= [ Security
= [ Logins
,_G} ##M5_PolicyEventProcessinglogin##
r_'}; ##M5_PolicyTsglExecutionLogin##
A, Classifier Admin

=101.x]

E Login Properties - ClassifierAdmin
L8 Script - L Help
Eﬁ Server Roles

_,%: User Mapping Login name: IC]assﬂ‘lerAdmin Search... |

%4 Securables  Windows authentication
L2 Status % 5QL Server authertication
Password: W
Corffirm password: I...............
™ Specy old password
QOld password: I

¥ Erforce password policy
¥ Erforce password expirtion
™| User must change password at rext login

(" Mapped to cerficate I

B [3

") Mapped to asymmetric key I

Lef Lef L«

Add |

™ Map to Credential I

Change Password

7.2 Automatic Event Processing and Deletion

The Classifier Reporting Services makes use of SQL jobs to process event information into a form
suitable for the Classifier Reporting Console. To perform this processing automatically the SQL
Server Agent Windows Service must be running. The following article explains how to do this.
http://www.mssqltips.com/sqlservertip/2729/how-to-start-sql-server-agent-when-agent-xps-show-
disabled/

7.2.1 ClassifierEvents Import

The ClassifierEvents Import job runs the stored procedures to convert event data from the Staging
to Working tables and to create the tables used by the Classifier Reporting Console. It is scheduled

to run every 20 minutes but it is possible to change the schedule and run the SQL job more or less
frequently.
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EH Job Properties - ClassifierEvents Import !E B
Select apage 8 Seript + [ Help
2 General
%: gtehpsd I Schedule list:
27 Schedules
Eﬁ Alerts D Mers E_" Job Schedule Properties - Import & process Events
24 Notificti
E} T;rlg::t: o 33?8 Import & Mame: Ilmpolt & process Events Jobs in Scheduls |
Schedule tppe: IHecuning j ¥ Enabled
One-time occurrence
Date: |23.-’D-'-1£2D1 g - l Tirne: |1 35753 33
Frequency
Oceours: I Daily j
Recurs eveny: m day(z]
Daily frequency
 Decurs once at: IUD:DD:DU 3:
5 1 Ocours eveny: |2D :’ Iminute[s] j Starting at: IUD:UU:DU 3:
Erver
DEVSERVER Ending at: I23:59:58 3:
Connection: . Diuration
DEYSERYERWAdministrator
53 iew connection propeties Start date: |D1 0942018 vl " End date: I23£04£2D18 vl
{* Mo end date:
Aead Sumrmary
sady
Dezscription: Occurs every day every 20 minute(s] between 00:00:00 and 23:59:55. Schedule will be uzed ;I
Mew starting on 07/09/2016.

Ok I Cancel Help |

Changing Job Schedule Properties

7.2.2 AD Data Import

The AD Data Import job calls stored procedures to convert User and Computer data, read from the
Active Directory, from the Staging to Working tables. It is scheduled to run every 10 minutes but it is
possible to change the schedule and run the SQL job more or less frequently.

7.2.3 ClassifierEvents Delete

The ClassifierEvents Delete job calls a stored procedure to delete data from the Working tables that
are older than a configured number of months. After installation this period is set to 6 months but
this can be changed by setting the following value in the Classifier Reporting Database.

Table Row Column Value

[ClassifierEventsDB].[dbo].[Settings] | Settingld=1 | SettingValue | Number of months

For example, to change this value, to say every 2 months, run the following SQL statements in SQL
Server Management Studio

use ClassifierEventsDB

update ClassifierEventsDB.dbo.Settings set SettingValue=2 where Settingld=1
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The SQL job is scheduled to run once a day but the SQL job is disabled after installation. The SQL
job can be enabled by setting the Enabled check box as shown below.

EE 10b Properties - ClassifierEvents Delete !E E

Select 8 Seript = % Help

2 General

2 Steps Marne: ifi

T Schedes N |Ela33|f|erEvents Delete

57 Alerts Owner: Classifierddmin |

15 Notifications I

127 Targets LCategary: |Classifier Events [ _I
Descriptian: Delete data older than the value in dbo. settings table

Server

DEVYSERVER

Connection: Source: I

DEWSERVER \&drninistrator

4y View connection properties Created |2?£D3£2E|‘I 814:08:11
Last modified: |27/03/2018 14:08:11

Last executed: I

Wiew Job Higtory

ak. I Cancel |

4

Enabling the ClassifierEvents Delete SQL job.

7.3 Indexes

A set of indices can be added to the Classifier Reporting Database to improve the performance of
Event processing and SQL queries performed by the Classifier Reporting Console. The indices are
created by a stored procedure called usp_Createlndices. Another stored procedure, called
usp_Reorganizelndices checks how fragmented the indices are and reorganises or rebuilds
indices that have become too fragmented. The two stored procedures are run by a SQL job called
Index creation and reorganizing.

7.3.1 Index creation and reorganizing
The Index creation and reorganizing job is scheduled to run once every 24 hours. When the job

runs it performs the following two steps

Step 1 - Runs the usp_Createlndices stored procedure. When this stored procedure is run for the
first time it creates the indices and sets the following field in the database to indicate that the indices
have been created.

Table Row Column Value
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[ClassifierEventsDB].[dbo].[Settings] | Settingld=3 | SettingValue | 1, implies indices have
been created.

When the procedure is run again by the SQL job it checks if the database field has been set and if it
has, does nothing. If you want to re-create the indices or if you want to add your own indices to the
procedure you should clear the database field by running the following SQL statements in SQL
Server Management Studio

use ClassifierEventsDB

update ClassifierEventsDB.dbo.Settings set SettingValue=0 where Settingld=3
So that the next time the stored procedure is run the indices will be (re-)created.
Step 2 - Runs the usp_Reorganizelndices stored procedure to defragment the indices.

This will de-fragment the indices. It is possible to change how frequently the job is run. For example
if you think that the indexes in your database need defragmenting once every hour you can change
the job’s schedule properties in SQL Server Management Studio as shown below

Note: If you do not want to create any indexes you can disable and/or remove the job after
creating the database.

7.4 Data Masking.

The Classifier Reporting Database uses the SQL Server feature Dynamic Data Masking to prevent
access, by non-privileged Users, to data that can identify individual people and computers. A list of
masked columns in provided in the Reporting System Database Schema (UM6434). To use data
masking, Users of the Classifier Reporting Console should be mapped to the
ClassifierMaskedConsumerRole.

Note: Data masking is only provided if the version of SQL Server you are using supports
Dynamic Data Masking (See https://msdn.microsoft.com/en-us/library/mt130841.aspx for
more details.
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8 ADDITIONAL CONSIDERATIONS
8.1 Size of the Classifier Events Database

When planning for your Classifier Events Database it is vital to understand how much disk space
will be needed. This depends on many factors including;

e The number of Users in your organisation.
o Which Classifier applications are deployed in your organisation?
¢ How much information is in each event including the size of file paths and email addresses?

¢ How long you retain events in the database, see section ClassifierEvents Delete.

8.1.1 Disk space per event.

The Events in the Classifier Reporting Database are processed into a form suitable for creating
reports. This creates an amount of overhead in the amount of disk space required for a database
but the amount of overhead per-event decreases as the number of Events stored in the database
increases. Based on empirical observations a database of 10 million entries, will take about 3229
bytes per event.

8.1.2 Calculating the amount of disk space required

In a typical organisation, how much disk space would be needed?
Consider the following
- Number of Users = Nu
- Number of Events perday = Nd
- Number of Weeks = Nw
The number of events created in such an organisation is
Ne = Nu * Nd * 5 * Nw

For example, consider an organisation with 1000 Users that generated, on average 50 events per
day each. The total number of events for a six-month period would be

Ne = 1000 * 50 * 5 * 26 = 6,500,000.

Assume, from section 4.5.1 every event uses 3229 bytes, 6,500,000 events would therefore require
3229 * 6,500,000 = 20,988,500,000 bytes of disk space, which is approximately 19.5 Gb.

8.1.3 Transaction Log

As well as estimating the disk space needed for the database don’t forget that disk space will also
be needed for the transaction log and the tempdb database used by SQL Server for temporary
storage. When performing procedures such as rebuilding indexes the transaction log can grow to a
similar size to the database itself.

The amount of disk space used by the transaction log is also determined by the transaction
recovery model. The Classifier Events Database is created using the Full recovery model but this
can be changed at any time to suit your environment. Regular backups and compression
techniques can be used to reduce the size of the database and the transaction log.
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8.2 Other SQL Scripts

The Classifier Reporting Services includes two useful SQL scripts that can be run in SQL Server
Management Studio. The scripts can be found in C:\Program Files (x86)\Boldon
James\Classifier Reporting Services\SQL directory of the installation disk.

NumberOfRows.sql

This script shows the number of entries in all tables of the Classifier Events Database.

DeleteAll.sal

This script will delete all Event and Active Directory Information from the Classifier Events
Database. In effect, leaving the database in the same state as it is after being created. Use with
care!l

UpdateDatabase.sql

This script converts all the date/time columns in the database from the SQL type DATATIME to SQL
type DATETIMEZ to increase the precision of times stored in the database. The script also converts
several of the table identifier columns from the SQL type INT to SQL type BIGINT to increase the
number of events that can be stored in the database. This script is run by PrepareDatabase when
updating the database from version 1.2 to version 1.3.

RemoveDuplicates.sal

This script contains a set of procedures that can remove duplicate event from the database. See the
section Removing duplicate copies of events for more details.

8.3 Removing duplicate copies of events

It is possible that the Classifier Events Database erroneously contains multiple copies of the same
events. This could happen, for example, if there are errors in the collection process. Events are
considered to be identical if all the fields in the event, including the time created field, are identical.

The SQL script RemoveDuplicates.sgl contains the following scripts that can be used to remove
the unwanted additional copies of events. The script can be found in C:\Program Files
(x86)\Boldon James\Classifier Reporting Services\SQL directory of the installation disk.

ClassifierStaging.usp_RemoveStagingDocumentDuplicates: removes additional copies of events
from the ClassifierStaging.StagedDocumentEvents table.

ClassifierStaging.usp_RemoveStagingEmailDuplicates removes additional copies of events from
the ClassifierStaging.StagedEmailEvents table.

ClassifierStaging.usp_RemoveStagingMADuplicates removes additional copies of events from the
ClassifierStaging.StagedManagementEvents table.

ClassifierStaging.usp_RemoveWorkingDuplicates removes additional copies of events from the
ClassifierWorking tables.

Note: The time fields of events before version 1.2.6 were stored in the SQL Server DATETIME
format. This format has less precision than the times in the events so times in the database
are truncated. Version 1.2.6 now uses the DATETIME2 format so there is no loss of precision
in database time columns in events collected by Version 1.2.6 onwards.
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It is possible therefore that events that look identical are in fact distinct events that differ by
an extremely small time margin.

Generally there should be no need to use these procedures. If you do observe multiple copies of the
same events it is strongly recommended that you review your event collection system and use these
procedures as a last resort.

8.4 Removing the Classifier Events Database

You can remove the Classifier Events Database from your SQL Server by performing the following

steps.

1. Stop the Reporting Event Log Service and the Reporting AD Service.

2. Disconnect all Classifier Reporting Console programs from the Classifier Events Database.

3. Remove all the SQL jobs (see section Automatic Event Processing and Deletion) by running
SQL Server Management Studio and on the tree in the left-hand pane, select SQL Server
Agent->Jobs.

lr‘,: Microsoft SQL Server Management Studio (Administrator)

File Edit Wew Debug Tools Window Help
m . - = _ = | "
e R = A = I R Te e R L I e Y A = R = g = (2 =
Object Explarer v I x
Connect~ = 2 m g ;
B % SQLSERVER (SQL Server 11.0,5058 - SQLSERVER),
1 Databases
[ Security
[ Server Objects
1 Replication
[ AlwaysOn High Availabilicy
[ Management
1 Integration Services Catalogs
Bl [f 0L Server Agent
= [ Jabs

35 ClassiFierEvents Delete
ﬂ ClassifierEvents Import
E| syspolicy_purge_histaory

£f] Job Activity Monitar

[ Alerts

[ Operators

[ Proxies

[ Error Logs

SQL Server Agent

4. For each of the following Jobs, choose Stop Job from the context menu. When the job has
stopped, choose Delete from the context menu.

5. Remove the Classifier Admin SQL Login by selecting Security->Logins from the tree on

AD Data Import
ClassifierEvents Delete
ClassifierEvents Import

Index creation and reorganising

the left-hand pane of SQL Server Management
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.'\.{ Solutionl - Microsoft SQL Server Management Studio (Administrator) ;IQIEI

File Edit View Project Debug Tools Window Help
5 S | ey BG4 B9 - - 05[] EE
Object Explorer * 1x
Connect~ 3 3 m E;
= m DEVSERVER (SQL Server 11.0.5058 - DEVSERVER \Adminic
[ Databases
= [ Security
E [ Logins
4_';. ##MS_PolicyEventProcessingLogin##
4_';. ##MS_PolicyTsglExecutionLogin##
P % ClassifierAdmin
A, DEVSERVER \Administrator
A NT AUTHORITY\SYSTEM
A NT Service\MSSQLSERVER
A, NT SERVICE'\ReportServer
A NT SERVICE\SQLSERVERAGENT
A NT SERVICE\SQLWriter
A NT SERVICE\Winmgmt
A sa
[ Server Roles
3 Credentials
[ Cryptographic Providers
3 Audits
[ Server Audit Spedifications
3 Server Objects
[ Replication
.3 AlwaysOn High Availability
[ Management
[ Integration Services Catalogs
[ S0QL Server Agent

SQL Server Agent

6. Select ClassifierAdmin and choose Delete from the context menu.

7. Remove the Classifier Reports database by selecting Databases->ClassifierEventsDB,
and choose Delete from the context menu.
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9 APPENDIX

9.1 Event Log Service configuration file

If the Event Log Service has been installed, the installation directory (typically “C:\Program
Files (x86)\Boldon James\Classifier Reporting Services”) should contain a configuration file,
“clsev2db.exe.config”. This contains the following settings:

File: C:\Program Files (x86)\Boldon James\Classifier Reporting Services\clsev2db.exe.config

Property

Description

Default
Value

CustomConnection

Used by the Configuration Wizard to indicate that the SQL
connection string has been manually entered.

False

DelayBetweenRetries

Delay in seconds between each batch of [MaxRetries]
attempts of the Event Log Service at writing a record to the
SQL DB.

When this value is set to 0 (default) the Event Log Service
will give up attempting to write a record to the SQL DB after
[MaxRetries] attempts.

EventLogName

Name of the consolidated event log.

If you have followed the event forwarding steps in section 3
above, then this value should be “Classifier”. Alternatively, if
you use the Windows Logs/Forwarded Events event
channel the value should be set to “ForwardedEvents”, note
that the value should contain no space characters.

Classifier

MaxRetries

The maximum number of times the Event Log Service should
attempt to write a record to the SQL DB before giving up.

Also see DelayBetweenRetries above.

50

PollingInterval

Number of seconds the service waits to poll the Event Log
for new events.

10

SglConnection

SQL Connection string to the SQL server. Note that if the
Configuration Wizard has been used to setup SQL Server
Authentication, the SQL connection string will be encrypted.

e You may need to amend the Server value but if the
SQL Server and Windows Service are co-located
then leave this as “localhost”. If you have created the
Classifier Reporting database in an instance other
than the default instance, you will have to add the
name of the instance to the string, for example if your
database is stored in an instance called mylnstance
then set the Server value to
Server=localhost\mylnstance.

e If your SQL Server is not listening on the default TCP
port you will have to add the port that SQL Server is
listening on, to the Server value, for example if your
SQL Server is listening on port 1434, set the Server
value to Server=localhost,1434.
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e If your SQL Server is stored in an instance called
mylnstance and is listening on port 1434 then set the
Server value to Server=localhost\myinstance,1434.

e The “Database” value must always be
“ClassifierEventsDB”

e “Trusted Connection=true” means that the account
running the Windows Service will be used to
authenticate to SQL Server

¢ If you need to use SQL authentication, then use a
SQLConnection string as below where <USERID> is
a database login with SQL authentication <add
key="SglConnection"
value="Server=<SERVERNAME>;
Database=ClassifierEventsDB; User |[d=<USERID>;
Password=<PASSWORD>;" />

UseBookmarking

This configures the service to remember (bookmark) the last
event it processes so when the process checks for new
events, and if the service is stopped and restarted, it
processes events from the bookmark i.e. the last event it
processed, not from the start of the Event Log.

Setting “UseBookMarking” to False configures the service to
process all the events in the Event Log every time it polls for
new events and every time it is restarted.

True

EventLogConfiguration

This section contains a set of application GUIDs that informs
the service which events it should process.

9.2 Active Directory Service configuration file

If the AD Service has been installed, the installation directory (typically “C:\Program Files
(x86)\Boldon James\Classifier Reporting Services”) should contain a configuration file,
“clsad2db.exe.config”. This contains the following settings:

9.2.1 appSettings Section:

File: C:\Program Files (x86)\Boldon James\Classifier Reporting Services\clsad2db.exe.config

. Default
Property Description Value
CustomConnection Used by the Configuration Wizard to indicate that the SQL False
connection string has been manually entered.
PollTimelnMinutes Length of time in minutes that the service waits before 10
checking Active Directory (AD) for changes to the Users and
Computers containers.
ServerName Name of the Domain Controller (DC) computer that holds the
Active Directory (AD). If this value is not set, the AD service
will automatically locate the DC.
This value is ignored if the Global Catalog is used
(UseGlobalCatalogue = True).
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SglConnection

SQL Connection string to the SQL server. Note that if the
Configuration Wizard has been used to setup SQL Server
Authentication, the SQL connection string will be encrypted.

¢ You may need to amend the Server value but if the
SQL Server and Windows Service are co-located
then leave this as “localhost”. If you have created the
Classifier Reporting database in an instance other
than the default instance, you will have to add the
name of the instance to the string, for example if your
database is stored in an instance called mylnstance
then set the Server value to
Server=localhost\mylInstance.

e If your SQL Server is not listening on the default TCP
port you will have to add the port that SQL Server is
listening on, to the Server value, for example if your
SQL Server is listening on port 1434, set the Server
value to Server=localhost,1434.

e If your SQL Server is stored in an instance called
mylnstance and is listening on port 1434 then set the
Server value to Server=localhost\myinstance,1434.

e The “Database” value must always be
“ClassifierEventsDB”

e “Trusted Connection=true” means that the account
running the Windows Service will be used to
authenticate to SQL Server

¢ If you need to use SQL authentication, then use a
SQLConnection string as below where <USERID> is
a database login with SQL authentication <add
key="SglConnection"
value="Server=<SERVERNAME>;
Database=ClassifierEventsDB; User Id=<USERID>;
Password=<PASSWORD>;" />

UseGlobalCatalogue

Use Global Catalogue.

Determines whether the AD service uses the Global Catalog
(GC) to read Users and Computers information. Set this to
“True” if your organisation has an AD Forest of Domains and
you wish to read information about all Users and Computers
in all your organisations domains. Set this to “False” if you
only have one domain or only wish to read information from
your local domain.

Note: When connecting to the GC, some properties (e.g. OS
information) of the computers in the domain will not be
copied to the database. This is because AD does not
replicate them to the GC.
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9.2.2 ActiveDirectoryAttributes Section:

This section allows user defined AD attributes for Computer and User objects to be mapped onto

Attribute1-10 columns of the Staging and Working Computers and KnownUsers tables.

The syntax is:

<ActiveDirectoryAttributes>

<ADobjectAttributes>

<ADobjectAttribute ADobject="Computer" ADattribute=""

<ADobjectAttribute ADobject="Computer" ADattribute=""

<ADobjectAttribute ADobject="User" ADattribute="" SQLc

<ADobjectAttribute ADobject="User" ADattribute="" SQLc

</ADobjectAttributes>

</ActiveDirectoryAttributes>

SQLcolumn="Attributel" />

SQLcolumn="Attribute2" />

olumn="Attributed" />

olumn="Attributel0" />

ADobjectAttribute element

Name Description Valid values
ADobject AD object type to be read, either from the Computer
Computers or Users containers. User
ADattribute Name of AD attribute to be read, that is a Any AD attribute name
member of the specificed AD object appropriate for the specified
(ADobject), e.g. “distinguishedName”. AD object.
No value will be read from AD if this is an Empty string .
empty string.
SQLcolumn Name of SQL column where the read AD Attributel
attribute value is to be inserted as a string. Attribute2
Attribute3
Attribute4
Attribute5
Attribute6
Attribute?
Attribute8
Attribute9
Attribute10
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Notes:
1) The AD Service will stop if there is an issue with the “clsad2db.exe.config” configuration file.

2) The AD Service will stop if the AD attribute name cannot be found in the AD Schema — the
Windows Application Event Log and BJ Trace logging should help pin-point the AD attribute
name causing the issue.

3) Each SQL column (Attributel-10) is of type nvarchar(2048).

4) Some AD attribute values don’t have a value applied, they appear as “NOT SET” in ADSI
Edit (a Microsoft low level directory editing tool) — these are stored in the specified SQL
column as empty strings.

5) If the AD Service “Use Global Catalogue” option is selected, AD attribute values that are
NOT replicated will appear to be not set and recorded as an empty string in the specified
SQL column.

6) Some AD attribute values are “multi-valued” — these are stored in the specified SQL column
(Attribute1-10) as bracketed values, e.g. “[valuel][value2][value3]...[valueX]".
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